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Network Management

Software

If you are reading this document, you are probably
looking for network management software. Or at least
have an interest in the topic. Clearly it is a complex
subject. There are so many applications available.
Generic or manufacturer-specific. Proprietary or open
source. Commercial or free of charge.

Maybe you are not in the market for a network
management application at the moment. Even so, this
guide will give you some ideas about how the right tools
can assist you to increase the security and availability of
your existing network.

This booklet describes what functionality is available in
Industrial HiVision, and how you can benefit from each
function. What’s more, you can test most examples for
yourself using the cost-free version together with the
built-in network simulation tool.

Network Installation

« Effortless device discover

+ Accurate topology mapping
+ Rapid device configuration
+ Guided network security

Network Operation

« Intuitive graphical user interface
« Clear status displays

« Accelerated fault finding

« Flexible event logging & handling

Network Administration

« Extensive user management

+ Detailed network documentation

« Comprehensive asset management
« Transparent licensing
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Industrial HiVision
Functionality

What this Feature Can Do for You

In the past, network installation was as simple as just
cabling some switches together. Today all that has
changed. To guarantee highest availability, you must
configure a large number of parameters, such as
redundancy, VLANSs, security, and event management.
Industrial HiVision is not a substitute for expertise,

but it can expedite the mundane tasks, leaving you to
concentrate on the essential functionality.

For a well configured network, live operation should be

a smooth process. Industrial HiVision gives you visibility
into your network, so you have peace of mind. Repetitive
tasks can be taken care of easily. If a problem does occur,
Industrial HiVision will highlight the root cause, so you
can rectify the issue in the shortest time. In other words,
for day to day operation, you have the tools you need.

In the hectic world of a network administrator, Industrial
HiVision will help you to do your job more efficiently.

Industrial HiVision for highest network availability.

For Network Installation,
Industrial HiVision:

« Saves you time
» Reduces effort
« Guides you to optimum configuration

For Network Operation,
Industrial HiVision:

« Visualizes the status of your network
- Facilitates reqular tasks
« Helps you locate problems quickly

For Network
Administration,
Industrial HiVision:

« Provides tools to increase your
efficiency

« Delivers the information you need
to make decisions

» Assists you to achieve highest
network availability

@ belden.com
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What is Industrial
HiVision?

If you search Google for free of charge network

management tools, you will find many applications.

Which means that if you are going to pay for an
application, it will have to meet a lot of your
requirements.

Industrial HiVision was originally developed to
configure and supervise industrial networks built
using Hirschmann equipment. Over the years it has
been developed to support equipment from

any manufacturer. Today it provides functionality
which is usually only found in expensive office
network applications.

If you would like to see the functionality for yourself,
download Industrial HiVision from our web site and
use it free of charge forever.

Learn about the highlights of Industrial HiVision.

l@ belden.com



Network Simulation
Tool for Off-line
Evaluation

It is impossible to evaluate network management
software without network hardware such as switches
and routers.

So, have you got some hardware laying around? Probably

not.

No problem. Industrial HiVision includes a network

Most of the functionality described in this document
can be recreated using the graphical simulation tool.

So you can start your evaluation of Industrial HiVision
anytime, anywhere. At your convenience.

Evaluate Industrial HiVision without hardware.

simulation tool, which behaves almost exactly like a eal

hardware network.
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Architecture

Getting the network management architecture
right is a key step towards a successful application
roll-out. Changing the architecture later is even
more effort than just starting again from the
beginning. Don‘t let your network management
software force you into adopting an unsuitable
architecture. Whether your network is local,
plant-wide, or geographically dispersed, Industrial
HiVision can offer you the best composition.

With plenty of possibilities for future expansion.

Client/Server
Architecture

The functionality of Industrial HiVision is divided into Individual operators can supervise their own network
two components. The Server is the core of the system, segments. Faults can be propagated to multiple Clients,
where all the processing takes place. The Client ensuring they are noticed more quickly. A network can
supports the graphical user interface. be monitored locally and remotely at the same time. If

you have a larger network, take advantage of the Client/

. . . Server architecture.
For a small installation, running the Server and the

Client on the same hardware offers a perfect solution.
Scales to meet your network management

. . ) ) . requirements.
For larger installations, multiple Clients running

on separate devices can access the same Server
simultaneously. This provides many advantages.

HiVision
C_ ] Server
| S—
= |56
HiVision Client
and Server

HiVision Client
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Management
Hierarchy

For many networks, a single network management
server is enough. But for others, there are advantages
to deploying multiple servers.

If you have a very large network, the data collection
and processing can be spread across multiple
servers. If your network spans multiple geographic
locations, using one server per location can limit the
amount of data crossing your WAN.

And to make administration even simpler, all licenses
Industrial HiVision can use a Domain Server to can be held on the Domain Server, and leased to the
supervise the status of Sub-domain Servers, which Sub-domain Servers.
in turn supervise networks.

Supervise very large or geographically dispersed
This provides you with a highly scalable solution. networks.

Domain Industrial HiVision

= [

Sub-domain Industrial HiVision B Sub-domain Industrial HiVision

= %Ei& Network 1 = %Ei&

(
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Topology

When most people think of networks, it is the topology
that springs to mind. The topology map is the foundation
of your network management software. If the map is
difficult to create, or unfriendly to look at, it doesn‘t

Industrial HiVision
User Interface

As mentioned earlier, Industrial HiVision was originally
developed to supervise industrial networks, such as those
used in factories, oil refineries and power stations. The
software used in these environments is highly graphical,
using active pictures to literally mimic the industrial
applications.

The Industrial HiVision user interface reflects that
heritage. The main window shows the network topology,
with all components color-coded for status.

The window on the left mirrors the physical structure of
the network, known as the network hierarchy.

matter how good the rest of the application is. You will
never feel comfortable with it. Find an application like
Industrial HiVision with an intuitive topology map, and
everything else will simply fall into place.

The window at the bottom is the event log.

The interface is informative and intuitive. But do not
be fooled by the simplicity. As you will see, Industrial
HiVision offers comprehensive functionality which
allows you to meet your network management
objectives.

Graphical interface provides information at a
glance.
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Topology Maps

A clear network topology map is one of the most
important network management tools you can have.

Within the map, each device is shown with a real picture,
so you know exactly what kind of device you are looking
at. Double clicking allows you to drill down into a device,
for more granular information.

Connections show the port numbers at each end of the
link, so you always know where the cables are connected.

Zigzag lines represent wireless connections, and dotted
lines are redundant links. So you can see precisely where
your data is flowing.

All components are color-coded for status. Every
element of the display can be customized, which
means you can design your screens to provide strictly
the information you require.

Clear topology map displaying infomation of your
choice.
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Network Hierarchy

If your network is small, you can almost certainly fit all
devices on one screen. If your network is larger, then your
display will need to be clearly structured.

The hierarchy function allows you to display your network
topology maps in a tree structure. Each branch supports
sub-branches, providing everincreasing levels of detail.
Down to individual components of a single device, if
required. This gives you precisely the level of detail you
require.

The display is active, so it also represents the status of
the network components. The status is propagated up
the tree. This means that the tree does not need to be
permanently expanded. The status of a higher level will
always depict the worst case status of a lower level.

So you will never need to waste time searching for
a network fault.

Provides visibility into every level of your network.
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Device Discovery and
|dentification

For all but the smallest networks, you need an effortless
way to discover and identify the devices which should be
monitored.

For Hirschmann devices, the HiDiscovery function can
discover devices even when they do not have an IP
address. Assigning an IP address is then just a couple of
clicks.

Industrial HiVision also allows you to scan multiple IP
address ranges and display the discovered devices.
Device types are then identified using SNMP.

Templates for many devices are already included in
Industrial HiVision, ensuring that each device is accurately
represented in the software.

If a template for your device is not present, the included
HiFusion application will help you to create a template
which exactly matches your requirements.

Effortless device discovery and identification.
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Create Devices
from List

A typical small network is based around a Class C
address range. This means a maximum of 254 [P
addresses.

As industrial networks increase in complexity, two new
trends are emerging. In some cases many addresses are
used from one single large address range, for example a
large production hall. In others, a few addresses are used
from multiple address ranges, for example a train where
each carriage has its own address range.

In both cases, scanning address ranges becomes
mpractical, because there are too many addresses
to scan.

Auto-Topology
Discovery

Possibly the most important information you can have
about your network is an accurate topology map. This
will be the basis for many other decisions you make,
during live operation and fault finding.

You could manually draw a topology map. But for most
networks this would be tedious and error-prone.

Auto-Topology Discovery will create completely accurate
maps of the connections between infrastructure

devices such as switches, routers, firewalls and wireless
access points. It will also draw the connections to end
devices such as PCs or PLCs. It can even display links to
unmanaged switches.

During live operation, you can discover new connections,
without disturbing existing ones. With an accurate map
showing your exact infrastructure, you can manage your
network with complete confidence.

As an alternative to scanning, it is possible to create
devices by importing their IP addresses from a list.This
saves you time during network deployment by scanning
only the relevant IP addresses.

Discover devices without scanning address ranges.

ﬁ Create Devices from List bt
Select IP List File: | IP_Address_List. txt
SNMP Port No: | 161

Save ranges: Add IP addresses to ‘Preferences - Basics - Discover Devices - Network Scan'

OK Cancel Help
Guarantees accurate network maps.
& Auto Topology X

Automatic Topology Discovery

Scope

@® Entire Network (Recommended)

Discovers the entire network topology induding switches, routers, WLAN and terminals.

This process transfers large amounts of data from the devices and may take a while to complete for large networks
() Infrastructure

Discovers the topology of infrastructure devices based on LLDP
Completes quickly but may not always be predse and complete.

Unmanaged Nodes Strategy

Unmanaged Nodes (@) Ereate iiew Topology

Deduces unmanaged nodes and indudes them as coud symbols. Removes all existing connections before creating 2 new topology.

O complement Topology
‘Adds news connections and leaves existing connections untouched,

() Update Topology

Adds missing connections and removes conflicting connections.

Layout Range

@ Automatic @ Current Folder

Disentangles the topology by automatic object placement. Performs these actions on the current folder only
O Manual

Al objects remain at ther present positions.

O Recursive

Performs these actions on the current folder
and all subfolders

Cancel Help
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Discover Unmanaged
Switches

To reliably supervise a network, the infrastructure must

be built using managed switches. These devices provide
information about topology and status which forms the

basis of the graphical display.

Managed switches are slightly more expensive than
unmanaged ones. For this reason, some users deploy
unmanaged switches at the edges of a network, where
the operation is not critical.

Even so, it is still important to have an accurate overview
of your complete network topology.

|| R || e
aulll Port1  Port1 sulll

RSPEZT Left RESPE3Y Right

Graphical User
Interface

The Graphical User Interface in Industrial HiVision shows
its origin as a network management tool for industrial
environments. Automation Engineers use graphical tools
to manage complex industrial processes, because a visual
representation of a process imparts far more information
than a page full of text. Decades of experience cannot

be wrong. Supervise your network the expert way.

You could manually draw the unmanaged switches in
your network map. Or you can allow Industrial HiVision to
deduce the location of unmanaged switches and display
them as part of the topology map.

Discover and display unmanaged switches.
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Client Graphical
User Interface

Industrial HiVision is a Client/Server application. The
Server is the core of the system, and is responsible
for polling the network devices and correlating the
received information. The Server requires a license.

Multiple Clients can be connected to a single server
simultaneously. So multiple operators can supervise
the network at the same time. As the Clients are
provided free of charge, this flexibility is available to
you at no extra cost.

The Client provides the graphical user interface to
the server. Many network management applications
use a browser as a client. Typically browsers cannot
be used on industrial networks, due to the heightened
security risks. For this reason, the Industrial HiVision
Client was developed as a stand-alone application, in
place of a browser.

Maximize visibility with multiple clients.
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Multiple Languages

Most network management software on the market is
only available in English. This is fine for IT experts, who
are used to configuring devices in English.

But for many people, simply supervising a network can
be stressful. Add a different language into the mix, and
the potential for mistakes increases.

The interface of Industrial HiVision is available in many
languages, and the number of available languages is
constantly increasing.

Even more important, the translations are not done by
software. They are created by network engineers with
many years of experience using Industrial HiVision.

Visuvalization of Link
Medium

Visual information is easier to digest than textbased
information. A good graphic can convey a lot of
information quickly and concisely.

This is why we have spent a great deal of design effort on
the Industrial HiVision graphical user interface.

Here is a great example. Many network management
systems use a line between two devices to represent a
connection. But as a network administrator, you need a
lot more information than just this.

=P | { Copper cable -‘P

— @
!_I.. Port 1 Part 1 !_I‘.
RSPEST Lett RSPEST Right

Fibre cable I

IF
——  =m
:“ Parts  Part§

So spend your time productively, using the
comprehensive functionality of Industrial HiVision.
Not trying to understand the interface.

Manage your network in your own language.

Language

fil,

RS30 EBRS40

Application

Language: | English w

GUI date format:  [Cinese - FL ~

Service date format:

French - Francais
German - Deutsch
Greek - EAAnvika
Indonesian - Bahasa Indonesia

Italian - Italiano
Japanese - §#5E hd

[t is important to know the medium used for the
connection. Is it copper, fiber, or wireless?

This information is available to you at a glance. Great
for network documentation.

And in the event of a cable failure, you already have
a head start with the replacement.

Visualize your cable types.

BAT-R
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Connection
Appearance

Here are some additional examples.

On any topology map, port information can tell you
where a cable is connected on a device. Labels can
indicate where cables are located, for example using
patch panel information.

While this information is valuable, it can also clutter up
the screen display for some topologies. With Industrial
HiVision, you can choose to display this information
permanently, or just when the mouse pointer is over the
connection.

The thickness of the cable lines can be configured to
show link speed. Or link status. Or indeed both.

For best effect, select a full information display when
creating your network documentation, and a reduced
information display for live operation.

Comprehensive
Component Views

For general supervision, a good topology map will meet
your requirements. But there will be times when you need
more specific information, and typically you will need it
quickly.

The Properties section of Industrial HiVision provides you
with information about specific properties of devices,
connections or ports. In real time. Across the complete
network.

View comprehensive information about your
structured cabling.

Connection Appearance

Draw Label |Never w

Draw Terminal Labels | Always W
Line Thickness [_| Speed
Status

Minimum Line Thickness |1 w

The information can even be sorted by device categories,
to avoid overloading you with data.

Whether you need serial numbers for ocumentation, or
device temperatures for fault finding, the information is
available to you with a couple of clicks.

View concise information about network device
parameters.

Device Class: All | Property: Temperature (Device) v
Device... ‘ Status | IP Address £ Device Name | Device Class ‘ Name Value
- Q, 127.0.0.1:9003 MAR 1030 OpenRail, Mach 4000, Octopus Temperature 32
Lo g/ 127.0.0.1:95004 MSP30 MSP, RSP, GRS, BRS, Octopus 2, RED, EES, Mach 4x00 Temperature 48
) V, 127.0.0.1:9005 RSPE32 MSP, RSP, GRS, BRS, Octopus 2, RED, EES, Mach 4x00 Temperature 54
A ] &  127.0.0.1:3006 EAGLE30 EAGLE 20/30 Temperature a1
. | v 127.0.0.1:9007 EESX30 MSP, RSP, GRS, BRS, Octopus 2, RED, EES, Mach 4x00 Temperature 34

@ belden.com
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Customized Tooltips

The Tooltip provides a pop-up screen of information when
the mouse pointer is moved on top of anicon.

Typically it is used for a device icon, but it works with any
icon, from a device to an individual port parameter.

This represents the easiest way for you to get information
about a component.

Right from the beginning we defined what information
would be available via the Tooltip. But many users asked
for a function to customize the displayed information.

Duplex Check

Duplex mismatches are a thing of the past, right?
Nobody manually configures duplex anymore, do they?

In IT networks, probably not. But in OT networks, things
are not so clear.

Some legacy end devices have hard-coded duplex and
do not support autonegotiation.

Other networks were manually configured in the past,
and this is only now causing problems, as the bandwidth
utilization increases.

So now you can define what is displayed in the Tooltip
pop-up. Any information is available. Customize it to
meet your requirements.

Collate your valuable information in a pop-up screen.

ot 1

P

et

Ro
RSPE32 (127.0.0.1:9005)

Chassis: RSPE32-2404407T99
Configuration Status: Not Saved
Contact: Hirschmann Automation and Control GmbH

Location: Hirschmann RSP Enhanced
Name: RSPE-ECES555F699C0
Order Code: RSPE32-2404407T93SPPZ999HHSE3S-B2SAMPLE
Product: RSPE
Agent - Firmware Version: Hi05-35-05.0.00-ALPHA44
PoE Global - Device Limit: No

Y

BAT-R

Status: OK

Finding duplex mismatches is a painstaking and tedious
task, prone to errors.

The Duplex Check in Industrial HiVision highlights
configuration failures across your network at a glance.

Quickly locate duplex configuration errors.

Map List Devices Ports Connections  Properties  Security Status  PoE

Status | Mame Connection Device A £ | Fort A | Device B | PortB | Speed/Duplex | Media Type Config Check
« BATB67-R-M5P32 Unavailable 192.168.1.1 192,168.1.200 Unknown
« 192.168.1.2-R540 Active 192.168.1.2 1 192.168.1.201 8 100 Copper
o OWLLTE-Internet Unavailable 192.168.1.3 Unknown
« 192.168.1.8-192. 168, 1.200 Active 192.168.1.8 1 192.168.1.200 3.1 100 Copper
« 192.168. 1. 15-M5P32 Active 192.168.1.15 4 192.168.1.200 34 100 Full Copper oK
« BN43-192.168.1.202 Active 192,168.1.17 10 192,168.1.202 2 1000 Full Unknown oK
« 192.168. 1. 33-RSPE37 Right Active 192.168.1.40 1 192.168.1.221 11 100 Full Copper oK
« MSP32-192.168.1.202 Active 192,168.1.200 14 192,168.1.202 1 1000 Full Fiber oK
« 192.168.1.201/Port 7-192.168. 1. 204/BR540 Active 192.168.1.201 7 192.168.1.204 1000 Full Copper
« 192,168, 1.201/Port 2-192, 168, 1. 220/Port 2 Active 192,168.1.201 2 192.168.1.220 2 100 Full Fiber oK
« 192.168.1.201/Port 1-192.168. 1. 203/Port 1.1 Active 192.168.1.201 1 192.168.1.200 11 1000 Full Fiber oK
« RS30-BRS40 Active 192,168.1.205 3 192.168.1.204 3 100 Full Copper Duplex
« 152.168. 1. 205/Port 3-192.168. 1. 17/Port 2 Standby 192.168.1.205 3 192.168.1.17 2 100 Full Copper oK
« 192,168, 1. 220/Port 1-192, 168, 1.221/Port 1 Active 192,168.1.220 1 192,168.1.221 1 1000 Full Fiber oK
« RSPE37 Right-192.168.1.18 Active 192.168.1.221 5 192.165.1.18 7 100 Full Copper oK

18
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“I'm Alive” Email

There are many ways that Industrial HiVision can notify
you or your colleagues about network problems. See the
Event Handling section for more information.

But all these techniques rely on one thing. Industrial
HiVision must actually be running when the problem
occurs.

With the reliability of today’s hardware, it is very likely
that Industrial HiVision will not have stopped. But how
can you be sure? Especially if the application is running
on a remote PC?

Just configure Industrial HiVision to send you an “I'm
Alive” email. You can configure the sending interval,
to avoid email overload.

You can even receive the latest warning events in the
email.

You decide which information you want, and when
you want it. No more uncertainty for you.

Rest assured that you are receiving event
notifications.

“T'm alive” Event

Send "T'm alive” events:
Send interval: |1

Send warning events since last “T'm alive” event:

Days v

Edit Mode Timer

It is an easy mistake to make. You put Industrial
HiVision into Edit Mode. This gives you write access.
You then get to work, designing your topology maps,
fine tuning your status displays, or creating your
monthly reports. You get called away to deal with a
network problem, and you accidently leave Industrial
HiVision in Edit Mode.

At best, you have prevented other administrators
from editing the application.

At worse, you may have given a passer-by write
access to Industrial HiVision, and therefore to your
network.

Edit Mode has a timer. Just set it for a suitable period
of inactivity. Then you never need to worry about the
problem again.

Reduce the risk of unauthorized access.

Expire Time for Edit Mode
[ | Permanent

Expires after: 15

Minutes

(&
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Configurable Scan
Rate

A major difference between IT and OT networks is the
connected equipment.

An IT network typically supports equipment such as
servers, PCs and printers. This equipment is highly
resilient to excessive network traffic.

The same cannot be said for typical OT equipment, such
as PLCs, drives or I/O. The protocol stacks supported by
these devices can easily be overloaded by the level of
broadcast traffic generated during an IT address range
scan. This results in device failure.

Unlike office-grade network management solutions,
Industrial HiVision allows discovery traffic to be throttled
back to a level which can be accommodated by sensitive
industrial devices. So you can be certain that a device
discovery scan will not have a negative effect on the
applications running on your industrial network.

Protect your network against harmful scanning.

Parameter

Device Discovery
- 4 Scan Rate [devices/min]

- 4 Simultaneously Discovered Devices 20
- 4 SNMP Guessing Packet Rate [pkts/s]

Value

600

100

20
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Configurable
Services Ports

Industrial HiVision uses a Client/Server architecture, This also has a big disadvantage. If you have firewalls, or
where the Clients can be installed remotely. To enable switches with Access Control Lists, between the Clients
communication, it is necessary to define TCP/IP ports and the Server, you will need to update the rules to

per service. reflect the new ports.

By default, each version of Industrial HiVision uses Fortunately the port numbers are configurable. So you
different ports. This has a big advantage. If you are can select whichever option best suits your migration
considering upgrading to a newer version, you can strategy.

install the new version on the same hardware which is
running the current version. If you are satisfied with the

new version, just go live. Reduce your firewall configuration effort.

Services Access
Web Server
Web Server: [ Restart Required
Protocol: | http v Restart Required
Port: |11180 [] Use Default Values Restart Required
Project Data Server

Remote Access:

Port: |11181 t Require;
Subdomain interface: [] Restart Required
Password: Restart Required
Retype Password:
OPC Server

OPC Server: [ ] Restart Required

OPC Server Type: OPC UA
Global Write: Restart Required
OPC UA Server Port (http): | 11182 Use Default Values  Restart Required
OPC UA Server Port (https): | 11183 Use Default Values  Restart Required

Hide Passwords
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Status Visualization

In many aspects of life, colors are used to convey
meaning. Reacting to colors is instinctive. Industrial
HiVision enables you to take advantage of how people
react to colors. You can use colors to highlight any
network condition which you consider deserves attention
from the network operator, together with its criticality.
And like almost everything else in Industrial HiVision, the
colors themselves are customizable. So use colors to
push focus where it is needed.

Status Display

Many IT network management applications are heavily
text-based. If the application supports a topology map,
it is often only used to show the location of physical
connections.

Industrial HiVision stands out from the crowd by offering
attractive topology maps featuring extensive status
displays. Every active component in a map can be
configured to display its status.

When a hierarchy of maps is used, the status is
propagated up the tree.

At a glance you can see the worst case status of your
complete network. By drilling down through the graphical
components, you can easily find the failed item.

You will never again waste time sorting through pages of
text trying to isolate a fault.

Rapidly locate problems anywhere in your network.

™ Hirschmann Automotive

- 1%, Administration
45 Axle Shop
4w Casting Shop

N H < i

LT L. Port 3
® -’:,' Paint Shop ™
+-weg Plastics Shop PLC
45 Trim and Chassis
!

+-14°g) Production Cell 1

#-2 Production Cell 2
+
T

p._-m; -"H.HI

MSP30

MAR1030
L]
Port 5

l‘mt 3,

@ Production Cell 3 Port14 M \P-m 12
J Rogue Devices e = \
&) Unused Devices ; L \
- 3 +,
m Port2 Port 2.1\
. - il
Port Port 2.2 =S,

i
= i @
Port 3 N Port 5

EAGLE3D

22

belden.com @



Status Display
Configuration

From the moment that Industrial HiVision starts to
discover your network devices and connections, it
also starts to configure status parameters.

The statuses selected by Industrial HiVision meet most
common requirements. Failed devices or connections
are displayed in red. Configuration errors are shown in
yellow, as are redundancy errors. The list of possibilities
is comprehensive.

If you would like to change the status displays, this can
be done for each parameter individually. It can be done

for multiple parameters using MultiConfig™. Or it can be

done globally using the Status Configuration List.

However you prefer your status configuration, you can

customize it with just a few clicks.

Configure component status to reflect your

operational requirements.

Property

Property: 5Status

Component: 127.0.0,1:9007 - Power Supply 1

127.0.0.1:9007 - Power Supply 1 - Status: Status Config

Status Config
Sz Cperator Value Status
= On
= Off
= s 10T INStEllEd Warning
= Unavailable Mo Status
QK Cancel Help

l@ belden.com
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Status Display
Customization

Status display provides an immediate visual indication of
a problem. Industrial HiVision provides four status levels,
each represented by a color.

Transparent/Grey = “OK”. Yellow = “Warning”. Red
=“Error”. Green = “OK, but previous status not
acknowledged”.

This last option is used to make the operator aware of
any faults which may have fixed themselves.

Thresholds

As a network administrator, you need to be aware of
changes which occur on your network. Physical changes
are easy to spot, because they will immediately be
highlighted in your network management system.
Changes in other characteristics are less obvious, but can
be just as catastrophic.

For example, OT networks tend to have predictable
traffic patterns based on polling.Changes in network
load happen for a reason, and must be investigated.

If a connection is experiencing an increasing number
of errors, this indicates the likelihood of a future failure.

Increases in device temperature could indicate a cooling
failure.

Thresholds can bring these and many other conditions
to your attention, by generating alarms. These give you
breathing space to react, and potentially avoid a major
incident.

For operators with color vision deficiency, there are

many options. The colors used for status displays can be
selected. Status symbols can be superimposed on device
icons. The icons themselves can even be made to flash
after a status change.

Optimize status displays for your operators.

Status Colors
OK: Text... Background... -
Warning: Text... Background... Test |
Error: Text... Background... Test
Mot Available: Text... Background... I Test
No Status: Text... Test

Threshold alarms notify you of changes immediately.

127.0.0.1:9003 - Temperature: Status Config x

Froperty
Component: 127.0.0, 1:9005

Property: Temperature

Status Config

Threshold 1; |70.0 Current Value

Threshold 2;  |90.0 Current Value

Value Status
Value Below threshold 1: | ERIE -
Value Below threshold 2: | Warning v
Value Above Threshold 2: v

Cancel

24
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Unsaved
Configuration Alarm

There is a well known scenario faced by most network
administrators at some point in their careers. You spend
some productive time working on your network. When
you are happy with the result, you go home. On the way
home you have a nagging doubt about whether you
saved the new configurations in the switches.

So, do you go back to work, or chance it until the next
day?

Industrial HiVision has a warning status for an unsaved
device configuration. And it is enabled by default. There
is a visual indication for each device that has an unsaved
running configuration. So you never again need to
worry that you have forgotten an important part of the
configuration process.

Never forget to save a modified device configuration.

#'I:\r‘t 1

Rohot

RSPE32 (127.0.0.1:9005)

Configuration Status: Not Saved

Product: RSPE

PoE Global - Device Limit: No

Chassis: RSPE32-2404407T99

Contact: Hirschmann Automation and Control GmbH
Location: Hirschmann RSP Enhanced
Name: RSPE-ECE555F699C0
Order Code: RSPE32-2404407T995PPZ999HHSE3S-B2SAMPLE

Agent - Firmware Version: HiOS-35-05.0.00-ALPHA44

Status: Warning

Reason: Warning: RSPE32/Configuration Status=Not Saved

Virtual LANs

The original goal of virtual LANs was to create multiple
logical networks running on one physical network, for the
purpose of data segregation. In the past this was done
manually, but the trend is moving towards automatic
VLAN creation by the switches themselves. VLANs are
now also deployed extensively for network security, for
example to hide the network infrastructure from the
network users.This can become complex. But Industrial
HiVision gives you the tools to maintain control.

@ belden.com
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VLAN Viewer

Not all network management applications offer a
topology map. Of those that do, the map is usually a
simple diagram, showing network components such as
switches, and the physical links between these devices.

In the past, a physical diagram was enough. But modern
networks use VLANSs to separate traffic from individual
applications.

Fault-finding a network which is supporting VLANs
presents a new challenge. Primarily because it is not
possible to see an individual VLAN.

Industrial HiVision can display a topology map per VLAN.

This shows precisely which switches, connections and

end devices are members of a VLAN. Configuration errors

are immediately obvious.

If you use VLANSs on your network, you need a tool like
this.

See VLAN topologies like physical networks.

n Part1 Port 1.4

i
. R

Please select a VLAN >

@ Please select a VLAMN
20 o

All
1
a0

40
10

Fort 1 '

/192158145

192168115
= okt p
art & Part 7
RS40
/ L
[ Port 2

1921681150

Port1 - Port11 Port1

Port 12 FortS
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Ports VLAN
Membership Table

The VLAN Viewer in Industrial HiVision is a great tool, This provides you comprehensive, network-wide
which allows you to view a VLAN topology as if it information about configured VLANSs. Essential for
were a physical VLAN. It is easy to spot mistakes. finding configuration errors.

Fixing the mistakes often requires more detailed Clear summary of all VLAN information.
information.

The VLAN Membership Table provides granular
information about VLAN Ingress Rules (PVID) and VLAN
Egress Rules (VLANS) across all devices which support
public VLAN information.

Map List Devices Parts Connections Properties Security Status FoE
Type | Status | Device | Port £ | Speed/Duplex | Lzer | PVID | Ingress | VLAMS
N 192.168.1.201 1 1000 Full (&) 1 [] IT,ZT,3T,4T
| o  192.188.1.201 2 100 Full )] 1 [ T,aT,aTAT
| o 192.188.1.201 3 1000 Full 80:1f:02:d6:32:b9 1 [] w4
| 192.168.1.201 4 - - 1 [ w4
| 192.168.1.201 g - - 2 [] 204
| 192.168.1.201 & - - 2 [ 24y
| o 192.188.1.201 7 1000 Full - 3 [] 34
| o  192.168.1.201 8 100 Full - 3 [0
| 192.168.1.201 g - - 1 ] w4
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VLAN Consistency
Check

Industrial HiVision offers two great tools for VLAN

management: VLAN Viewer and VLAN Membership Table.

Is another VLAN tool really necessary?

Over the years it has become evident that users are

configuring more VLANSs, and those VLANSs are becoming

more complex.

It is possible that you could become overwhelmed with

information.

So we have provided one final tool: VLAN Consistency

Check. As its name suggests, it provides a configuration
consistency check per port, across the complete

network.

The results of the check are displayed per port as OK or

Error. It is that simple.

To diagnose the configuration error, Industrial HiVision
offers two great tools mentioned previously: VLAN

Viewer and VLAN Membership Table.

Real-time visualization of VLAN configuration errors.

Map List Devices Ports Conneclions  Properties  Security Status  PoE

Status | Name Connection DeviceA 4 | PortA | DeviceB | PortB | PVIDFortA | PVIDPorts VLANS A VLANS B WLAN Check
of  BATBG7RMSP3Z Unavailable  192.168.1.1 192, 168.1.200 - - - -
o 192.168.1.2.R540 Active 192.168.1.2 1 192.168.1.201 8 - 3 - 3,40 -
o  OWLLTE-Internet Unavailable  192.168.1.8 - - - - -
o«  192.158.1.8-192.168.1.200 Active 192.158.1.8 1 192.168.1.200 3.1 - 1 - W oK
o 192.188.1.15M3P32 Active 192.168.1.15 4 192.168.1.200 3.4 - 1 - ] oK
o BN48-192.168.1.202 Active 192,168.1.17 10 192.168.1.202 2 - 1 - ] oK
o 192.168.1.33-RSPE37 Right Active 192.168.1.40 1 192.168.1.221 11 1 1 ] ] oK
of  MSP32-192.168.1.202 Active 192.168.1.200 1.4 192.168.1.202 1 1 1 W0 ] oK
o 192.168.1.201/Port 7-192. 168. 1. 204/BR540  Active 192.168.1.201 7 192.168.1,204 3 - 3,40 -
o  192.158.1.201/Port 2-192.168.1.220/Port 2 Active 192.168.1.201 2 192.168.1.220 2 1 1 I ara W ERROR
& 192.158.1.201/Port 1-192.168.1.203/Port 1.1 Active 192.168.1.201 1 192.168.1.200 1.1 1 1 I ar e W ERROR
o RS30-BRS40 Active 192,168,205 5§ 192.168.1.204 5 1 1 W0 ] oK
o 192.168.1.205/Port 3-192.168.1.17Port 2 Standby 192.168.1.205 3 192.168.1.17 2 1 - ] - oK
o 192.168.1.220/Port 1-192.168.1.221Port 1 Active 192.168.1.220 1 192.168.1.221 1 1 1 W0 ] oK
o RSPE37Right-192.168.1.13 Active 192.168.1.221 5§ 192.168.1.18 7 1 - W0 - oK
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Power over
Ethernet

Everyone is talking about the Industrial Internet of
Things, or Industry 4.0. These scenarios are resulting

in a huge increase in the number of connected devices.
This in turn is driving the demand for Power over
Ethernet, in order to save costs by reducing the
amount of cabling and lowering installation effort.

Power over Ethernet
Overview

PoE is mostly plug and play. But there are times when an
overview of PoE on your network would be beneficial. For
example, if you want to add more PoE devices to your
network, you need certain information to optimize power
distribution and balancing.

Which switches are delivering power? How much power
is being delivered? How much power is remaining? Are
you reaching your power delivery threshold? Are there
any Class O devices in the network?

Some networks, for example in warehouses, will shut
off PoE outside working hours, to disable the wireless
network. You need an overview of this.

Industrial HiVision will provide you, at a glance, with
comprehensive information about your PoE usage at
switch and port level.

Comprehensive information about your PoE
consumption.

Map List Devices Ports Connections Properties Security Status PoE
Reload View Device Class:| Al w | (@ Display () Configure Monitoring A
. . " Global L MNominal Max Res Del Pwr - Trap
Name £ ‘ Operation| Budget |Remaining|Reserved | Delivered Threshold[%] ‘ Device Limit | Module 4 ‘ P Pur ‘ Bur ‘ Pur ‘ Source ‘Threshold[%] Module Limit Notf ‘

RSPE37 Left On 120 108 12 [ 0 « 1 62 82 12 [ internal 0 « On

RSPE37 Left On 120 108 12 [ S0 « 2 120 120 1] 0 internal S0 « On

RSPE37 Right on 120 96 24 9 S0 « 1 62 62 24 9 internal S0 q on

RSPE37 Right On 120 96 24 9 S0 Qf 2 120 120 1] 0 internal S0 Qf on

Map List Devices Ports Connections Properties Security Status PoE
Reload Wiew: Module fPort  ~  Device Class:| All ~ | (@ Display () Configure Monitoring Activate al
Nomirial Rem Res Del . Fast . Det. Pwr . Max Enab
MName | o Par ‘ Par | Par | Module Port /4 | Operation Start | Prio | Status ‘ a. | C0 Det. | Cons Limit | Port Limit | e | ASDn ‘ Start | End |
RSPE37 Left 62 50 12 [ 1 10 on off low Delivering Power  dass1 o 14 0.0 v 2.2 on 17:00 09:00
RSPE37 Right 62 38 24 g 1 10 on off low Delivering Power dass1 J 1.4 0.0 gf 2.2 Off 00:00 00:00
RSPE37 Left 62 50 12 & 1 11 On Off low Delivering Power  dass1 o 14 0.0 o 2.3 On 16:30 08:30
RSPE37 Right 62 38 24 9 1 1 On off low Delivering Power  dass3 o 4.1 0.0 v 4 5.4 off 00:00 00:00
RSPE37 Left 62 50 12 [ 1 12 on off low Delivering Power  dass1 v 3.4 0.0 v 3.4 on 17:00 09:00
RSPE37 Right 62 38 24 g 1 12 on off low Delivering Power dassl \f 2.4 0.0 J 2.4 Off 00:00 00:00
[ 2
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Power over Ethernet
Optimization Wizard

Passive cooling is a main characteristic of industrial

switches. We have put a great deal of research effort into

designing and constructing the most effective methods of

heat dissipation for our products.

But Power over Ethernet generates heat. So industrial

switches are limited in the amount of power they can offer,
before the PoE starts to reduce the lifetime of the product.

Which means you need to maximize the use of available
power.

Industrial HiVision includes a PoE wizard. This wizard will

override the standard PoE classes.

With no intervention from an administrator, the wizard

will calculate the maximum power required by each

device on the network. It will allocate the relevant power
to each port. Remaining power is then available for use
by other devices.

This is the most efficient use you can make of limited
PoE. And you can configure it with just a couple of clicks.

Optimize your use of existing PoE.

Before:
Mame EEITinal E::_n E‘Eﬁ EE'Ir Madule Port £ Status gr'.t' CO Det. Cons Ei:;?t El;:s
RSPE37 Left 62 50 12 6 1 10 Delivering Power  dass1 o 1.4 0.0 2.2
RSPE37 Right 62 33 24 9 1 10 Delivering Power das=z1 o 1.4 0.0 2.2
RSPE37 Left 62 50 12 [ 1 11 Delivering Power  dass1 v 1.4 0.0 2.3
RSPE37 Right 62 33 24 9 1 11 Delivering Power dass3 ( 4,1 0.0 5.4
RSPE3T Left 62 50 12 5 1 12 Delivering Power  dass1 o 3.4 0.0 3.4
RSPE3T Right 62 33 24 9 1 12 Delivering Power das=z1 o 2.4 0.0 2.4
After:
MName sz:inal E:;n E‘:: E:'Ir Module Port £ Status gft' C0 Det. Cons fi"r:'llli-t Eﬂ;:s
RSPE3T Left 62 53 9 6 1 10 Delivering Power  dass1 " 1.4 2.4 2.2
RSPE37 Right 62 50 12 8 1 10 Delivering Power dass1 v 4 1.4 2.4 2.2
RSPE3T Left 62 53 9 6 1 11 Delivering Power  dass1 " 1.4 2.5 2.3
RSPE37 Right 62 50 12 8 1 11 Delivering Power dass3 v 4 4.7 5.9 5.4
RSPE37 Left 62 53 9 6 1 12 Delivering Power  dass1 o 3.3 3.3 3.5
RSPE37 Right 62 50 12 8 1 12 Delivering Power dass1 v 4 2.4 .7 2.4
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Network Security

Attention to detail is a fundamental aspect of network
security. But the big picture also provides valuable
information. Industrial HiVision can highlight potential
vulnerabilities with your network configuration, and
assist you to lock down your network security. Later
changes which could affect your security posture will
be highlighted.

Configuration
Signature Check

As a network administrator, you are responsible for the Even better, if the configuration is reverted to the
availability of your network. So imagine the following previous value, a third signature will be generated.
scenario. Not the original signature.

A user with administration rights makes a change to a So you can prove that a configuration was changed,
switch configuration. As a consequence, the network even if the change has been reverted.

fails. Seeing the result, the user quickly reverts the
change. How can you prove that the switch configuration

was changed? Protect yourself with the configuration signature.

Each switch has a configuration checksum, known as a
signature. If the configuration changes, the signature will
change, and Industrial HiVision will generate an alarm.

Map List Devices Ports Connections  Properties  Security Status  PoE
Device Class: | Al -« | Property: |Configuration Signature (Device)
Device... | Status | IP Address A Device Name | Device Class Name | Value

m q 192,168, 1,200 MSP32 MSP, RSP, GRS, BRS, Octopus 2, RED, EES, Mach 4x00 Configuration Signature 95B1DDEE1AFEI1BC39FFOFI3EE 1A, ..
ﬂ q 152,168.1.201 RS40 OpenRail, Mach 4000, Octopus Configuration Signature 0f dc 30 15

1] | MSP, RSP, GRS, BRS, Octopus 2, RED, EES, Mach 4x00  Configuration Signature 1811880580E86 175DC93 7FE7SCADEB. .
m « 192.168.1.204 BRS40 MSF, RSP, GRS, BRS, Octopus 2, RED, EES, Mach 4x00 Configuration Signature 03774272CBBCEBAS501A 16099804624, ..
E | g’ 192,168, 1. 220 RSPE37 Left MSF, RSP, GRS, BRS, Octopus 2, RED, EES, Mach 4x00 Configuration Signature 368AE94511209CTIASAB1143C01A. ..
il Qf 192,168, 1,221 RSPE37 Right MSF, RSP, GRS, BRS, Octopus 2, RED, EES, Mach 4x00 Configuration Signature BATISCFCFAZFADO41058125B7F170...

@ belden.com
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Security Lockdown

Protecting the network infrastructure, such as switches
and routers, is a critical part of a network security policy.
The techniques required have been tried and tested over
many years.

You can of course manually configure every parameter
across all devices. Or you can let Industrial HiVision do
the hard work for you.

We have already selected the most commonly used
security configurations. The Security Lockdown wizard
lets you decide which of these security functions you
would like to implement. Then a single click will roll out
the functions across the network.

Let the Security Lockdown wizard guide you through the
first steps towards a secure network infrastructure.

Secure your network infrastructure with a couple of
clicks.

Status Mame A

All Objects

127.0.0.1:9003 - MAR. 1030
127.0.0.1:9004 - MSP30
127.0.0.1:9005 - RSPE32
127.0.0.1:9006 - EAGLE3D

127.0.0.1:9007 - EESX 30

LU

OO d oo d o

[ ] Edit Presets

Security Lockdaown

Port Security:
Disable Unused Ports:
1 Disable Unused Slots:
Disable GMRP: [ ]
1 Disable MMRP:

Restrict Management Access:

O O

Dizable HiDiscovery:

Disable Unsecure Protocols:

O O
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Network Infrastructure

Security Overview

Fine-tuning your network infrastructure can be a
time-consuming process, especially if you need to check
every switch, firewall and wireless access point
individually.

It is easy to overlook a single configuration parameter on
one device. But that could be enough to let an attacker
into your network.

The Security Status screen gives a detailed overview in an
easy to read graphical format.

For every device, you can see the status of each
unsecure protocol or security function.

The alarms are configurable, to ensure compliance
with your corporate security level.

Now you have detailed information about your
infrastructure security at a glance.

Transparent overview of your security posture.

BATF
BATR
EAGLE30 !

1 1
L]
1
EESX30 1 {
L]
1
!

0]
]
. |

—

MAR1030
MSP30 (
RSPE32 '

a

1]

Type | Status [ Name 4 |Defauit Password | HiDiscovery | Telnet [ SsHV1[ Tfip | Hittp [SNMP V1/V2 [ Profinet 10 | IEC61850 | Ethernet/IP [Time Sync... | Unused Active Ports| Restricted Management Access

Rogue Device
Detection

In a perfect world, industrial networks should be static.
The network administrator will know exactly which end
devices are connected to the network.

In reality, it is difficult to prevent users from connecting
new devices. The connection of unauthorized devices can
have many consequences. Additional or inappropriate
traffic may destabilize the network, leading to poor
performance or network downtime. Unknown devices
may not conform with your network security policy, and
therefore introduce new vulnerabilities.

In any case, if new devices are introduced to the network,
you need to know about it.

The Rogue Device Detection feature periodically scans
for new devices. If discovered, the devices are added to
the Rogue Devices folder, and you will be notified. This
gives you the opportunity to take action before a rogue
device causes a problem on your network.

Get notified about rogue devices.

Ma = = =
VLAN: Al 2 P List Devices Ports  Connections  Properties
&) Hirschmann Automotive
+)-i% Administration R 9
+) & Axle Shop
w9 Casting Shop
&5 Paint Shoj
= H 101156.23 101158612

&g Trim and Chassis

r
+

+)-wag Plastics Shop
+

=)= Body Shop

+-1#9 Production Cell 1 F
+}-14-g) Production Cell 2

+-£g Production Cell 3

|

+-\}) Rogue Devices 10415632 10115641
{@) Unused Devices
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MAC/IP Address Pairs

Attackers are aware of many methods to get access to
your network. One of the most common techniques is
known as spoofing.

During a spoofing attack, the attacker will take the IP
address of an existing device and assign it to his own
PC. As firewalls and Access Control Lists are typically
configured for IP addresses, the attacker‘s PC will get
the same network access as the original device.

Industrial HiVision can warn you if a MAC/IP address
pair changes, giving you the chance to investigate this
possible security breach.

Wireless LAN

Wireless LAN technology is reliable and secure. So the
deployment of WLAN devices in industrial networks is
becoming increasingly prevalent. WLAN devices have
their own sophisticated configuration and supervision

WLAN Topology

Traditionally Industrial HiVision has been used to display
the topology of cabled links. But it also has the capability
to show wireless connections.

The auto-topology mechanism will discover and display
both point to point links, and connections between
access points and clients.

Point to point links, also known as bridge links, behave
like cables, and therefore form part of the network
infrastructure. Industrial HiVision uses the same display
characteristics for both cabled and wireless links.

So if wireless bridge links are being used as backup
connections, for example in a Rapid Spanning Tree
network, they are displayed as dashed lines.

Of course there are legitimate reasons why MAC/ IP
address pairs could change, for example if data is
being transmitted through a router. So you can fine
tune the function to avoid false alarms.

Detect IP Address spoofing attacks.

Addresses =
esses MAC/IP Address Pair Security

ess Pair Security

[] Configure Schedule for Checking

All ~ Type A MAC Address
Existent 9B:EE:CB: 74F6:CH

1P Address New
10.115.6.209 "
10.115.6.202
10.115.6.193 —
10.115.6.191 seeE
10.115.6. 130
10.115.6. 183
10.115.6.175
10.115.6.145
10.115.6.172
10.115.6. 163
10.115.6. 166
Existent 10.115.6. 164
Existent E4B9:7A:8A119:AC 10.115.6.162
Existent 10:65:30:83: 14:37 10.115.6. 155
Existent C8:F7:50:5F: 24:BF 10.115.6. 151 v

Existent
Existent
Existent
Existent
Existent
Existent
Existent
Existent
Existent
Existent

tools. But as these devices are active components of the
industrial infrastructure, they need to be visualized within
the same network management application as the rest of
the network.

If you are using WLAN bridge links to extend your cabling,
Industrial HiVision will provide you with a consistent view
across your complete network.

Automatically create your WLAN topology view.

Phone 1 Laptop 1
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WLAN Bridge
Link Status

Wireless bridge links can save you time and money when
used as an alternative to cables.

With modern encryption and authentication techniques,
communication over wireless links is secure.

This still leaves the question of reliability.

When a wireless bridge link is installed, the antenna
alignment is perfect. Therefore the data throughput
is maximized. Over time, the antennas may become
misaligned, usually as a result of harsh weather, such
as strong winds. In this case, the data throughput
deteriorates progressively, until the link fails entirely.

Client Activity
Event Log

The use of wireless clients in industrial networks is
increasing at a rapid rate. Today clients fall into two
categories, static and mobile.

An example of a static client would be a cordless
nutrunner. Its area of operation should not be limited by
a cable, but it will never move out of its wireless cell. So
just like any other end device, you need to know when it
is connected or disconnected from the network.

A mobile device could include a tablet or a portable
workstation. An operator moves around the plant floor,
using the device at different locations. For you it is
important to know how the device is roaming through
your network.

Industrial HiVision can generate alarms when the
antennas start to become misaligned. This gives you
time to readjust the antennas, before the bridge link
fails. This function helps you to ensure reliability of
the link.

Enhance the availability of WLAN bridge links.

Lot
h NLANS.9 h
T . "
(': " wéate ol
BATR BAT-F
Jportt

b’t’l 22—z IR

BAT-R 127.0.0.1:9008/WLAN 1.9-127.0.0.1:9009/WLAN 1.9

Speed:217.0
Media Type: Wireless

Status: Waming
Reason: Warning: BAT-F/WLAN Interface 1/WLAN 1.9/Signal to Noise Ratio< 16, Current Value:13
Warning: BAT-R/WLAN Interface 1/WLAN 1.9/Signal to Noise Ratio< 16, Current Value:11

From a network administration perspective, there is no
difference between a wireless or wired end device. If
you are responsible for tracking which end devices are
connected to your network, both when and where, then
treat both device types equally.

Stay informed about client activity on your network.

EventHistory | Unadnowledged Events

D [ Ak [ Type [ category | Time Source Message
1362 [] © SNWPTrap 20190525 13:50:29  192.168.141  Disassociated WLAN station due to idle tmeout

1361 [J O SNWPTrap 20190525 13:49:57  192.163.141  Deauthenticated WLAN station, MAC Address: 54:2e:27:46:0:86
1360 [] O SNWPTrap 20190525 13:49:55  192.163.141  User Roamed, MAC Address: 84:28:27:46:02:86

1359 [J O SNWPTrap 20190525 13:49:55  192.168.1.40  Connected with New User, MAC Address: 84:2e:27:46:0a:86
135 [J O SNPTrap 20190525 13:49:52  192.168.141  User Roamed, MAC Address: dc:08:0f:S:

1357 [J O SNWPTrap 2019052513:49:52  192.168.1.40  Connected with New User, MAC Address: dc:08:0f:55:7c:d7

13% [] O SNWPTrap 2019052513:49:3  192.168.1.40  User Roamed, MAC Address: dc:08:0f:S:

1355 [ @ SNWPTrap  2019-05-2513:49:35  192.168.1.41 Connected with New User, MAC Address: dc:08:0f:55:7c:d7

1347 [ O SNPTrap 2019052513:48:08  192.168.1.40  Deauthenticated WLAN station, MAC Address z

1346 [] O SNWTrap 2019052513:48:06  192.168.141  Connected with New User, MAC Address:

1345 [ © SNWPTrap  2019-05-2513:48:06  192.168.1.40 User Roamed, MAC Address: 84:2e:27:46:0a:!

1343 [ O SN Trap 20190525 13:46:51  192.168.141  Deauthenticated WLAN station, 26:27:46:02:86
1342 [ O SNWPTrap 20190525 13:46:49  192.163.141  User Roamed, MAC Address: 84:2e:27:46:02:86

B4 [ O SNWPTrap  2019-05-2513:46:49  192.168.1.40 Connected with New User, MAC Address: 84:2e:27:46:0a:86
133 [] O SNTrap 20190525 13:45:58  192.168.141  User Roamed, MAC Address: dc:08:0f:S:

1338 [J © SNWPTrap 2019052513:45:58  192.168.1.40  Connected with New User, MAC Address: dc:08:0f:55:7c:d7

133 [ © SNWPTrap  2019-05-2513:45:00  192.168.1.41 Connected with New User, MAC Address: dc:08:0f:55:7c:d7

1335 [ O SNWPTrap 20190525 13:45:00  192.168.140  User Roamed, MAC Address: dc:08:0f:55:7c:d7

133 [J © SNWTrap 20190525 13:44:47  192.168.1.40  Connected with New User, MAC Address: dc:08:0f:55:7c:d7

1333 [ © SNWPTrap  2019-05-2513:44:37  192.168.1.40 Disassociated WLAN station due to station request, MAC Address: dc:08:0f:55:7c:d7
1332 [] O SNPTrap 2019052513:4%19  192.163.140  Connected with New User, MAC Address: dc:08:0f:55:7c:d7

1331 [J O SNWTrap 20190525 13:4406  192.168.1.40 WLAN station due MAC Address: dc:08:0f:55:7c:d7
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MultiConfig™

MultiConfig™ is a core component of Industrial
HiVision. At a high level, the concept is simple. One
or more parameters can be configured on multiple
devices simultaneously. The devices do not need to
be the same. It even works across manufacturers.
So why is MultiConfig™ such an important tool for
network deployment and operation?

MultiConfig™ X
 gearch, .,
System
Sk Device Settings )
(- Basic Settings Status Mame i
P Al Objects [] Edit Presets
£ & [127.0.0.1:9003 - MAR 1030
- ff Temperature o  [127.0.0,1:9004 - MSP30 R
-7 Software o/  |127.0.0.1:9005 - RSPE32
H Load -( 127.0.0.1:9006 - EAGLE30
=l Load/Save o |127.0.0.1:9007 - EESX30 (] . SystemMName:
Location: |Meckartenzlingen
g Restart (consecutively) Contact: |Mark Cocksley
,»_.w Restart (simultaneously)
-gpr Reset
() Time
“.(7) Basic Settings
£} Device Security
3::. Security Lockdown
E}ﬂ Management Access
b sﬂ IP Access Restriction
[—]@ Network Security < >
B qu RADIUS Write Mode
l_ii_—l clobal (@) all objects
B @ Switching objects with errorstatus
: v
Fa 3 objects without errorstatus
Write Reload Cloze Help
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MultiConfig™

When configuring a network, parameters on the devices often need to be
configured to the same value. Of course it is possible to configure each
switch individually, for example using the built-in web interface or a command
line. But it is far quicker to configure all the switches simultaneously.

Also, repetitively configuring the same parameter again and again can easily
result in errors. What is worse, these errors will be time-consuming to find.

MultiConfig™ can save you huge time and effort when configuring your
network. Let's look at some examples.

Save time and prevent errors during network configuration.

MultiConfig™ for Installation

Generally speaking, Ethernet switches will work out of the box. You can build
a network just by cabling the switches together. This is why unmanaged
switches are popular for creating networks which have little operational
significance.

But when you invest money to buy managed switches, you expect to be able
to customize the network to meet your exact requirements.

On the right you can see a list of typical parameters which you would need to
configure on a managed network. For critical networks, this list is just the tip
of the iceberg.

Installing a network is a stressful task. MultiConfig™ facilitates the network
configuration process, allowing you to devote your full concentration to the
configuration itself.

Reduce network configuration effort.

[@ Belden

MultiConfig™

2 search...

e :DEVICE Sethngsé

S Basic Setbngs

-} System

- f Temperature

-7 Software

=kl Load/save

- |l save to Device

H Undo modification of configuration
:_. Restart (consecutively)

-/l Restart (simultaneously)

-/ Reset

() Basic Settings

3 Device Security
v - &g Security Lockdown
= " Management Access
[ \:; IP Access Restriction
@ Network Security
= ¥, RADIUS

\ [@] clobal
= @ Switching
(@] Global
—i Multicasts
... iy GMRP
QoS Priority

(@] Global
=130 VLANS
- 3] Table
b (@] Settings

= @ Redundancy
@ Rapid Spanning Tree

=)&) Diagnostics

- @ Status Configuration
L %Device Status

@ signal Contact 1
155 MAC Notification

. -E3 self Test
= Syslog
i.-[@] Global

i -l Save Support Info
*-BE oR Code Generator
Iy Program Settings

T Container Properties

w.. g Device Credentials
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MultiConfig™ Port
Manager

A robust network needs configuration at the switch level.
But for fine-tuning, it also needs configuration at the port
level.

Clearly the number of ports in a network far exceeds
the number of switches. In many network deployments,
configuring ports is the most time-consuming aspect of
the process.

For this reason, we have also developed the MultiConfig™
tool for use with ports.

The list on the right shows typical parameters which may
be configured at port level. The number of configurable
parameters per port is extensive, depending on the
capabilities of the switch.

MultiConfig™ for
Third-party Devices

Industrial HiVision was designed from the beginning to
support Hirschmann devices. A tool like MultiConfig™
makes it simple and fast to install a network of
Hirschmann devices.

But modern networks consist of devices from many
manufacturers. So it makes sense that MultiConfig™ can
also be used for third-party devices.

For standardized parameters this is relatively simple to
implement. For manufacturer-specific parameters, it
is far more challenging, not least because there are an
almost unlimited number of configurable parameters.

Industrial HiVision has met the challenge by incorporating
MultiConfig™ for third-party devices directly into
HiFusion.

The MultiConfig™ Port Manager is the fastest way to
configure groups of ports during network installation.

Ensure consistent configuration across ports.

& Bl
B settngs
= B roz

]

802.1X Port Configuration

[edtpresets

Portntiizaton:
PortReauthentatn:
Maxinum Uses:
PortControl

QuietPerod:

Transmit Perod:

Server Tmeaut

Max Request Constant:

Resuthenticaton eriod

Resuthentication Ensblec:

Guest LAN ID:

Guest LAN Period

&
E)
fod: [0
E)
2

15

Forcehuthorzed v

2500

Vire Mode
©allobjects

Unauthentiated MLANTD: [0

OoooooOooDoOoooooooaao

MAC Authorized Sypass Enabled: [

To summarize, this high speed tool for configuring
thirdparty devices is available to you today, and can be
customized to meet your requirements.

Universal network configuration with MultiConfig™.

Wenglor 1
Port1l__m

L R

r[ﬂ] B N
= Part 3.1 Part 1 .

MSP32 Wenglor 2
B Port34

Partg M

Wenglor 3
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MultiConfig™ Live
Operation

It is easy to think that MultiConfig™ is a tool whichisonly ~ Security vulnerabilities are a fact of life. As technology
required for network installation. But this is not the case. progresses, more vulnerabilities are discovered. Device
manufacturers will of course issue security patches, but

) ] ] it is up to you to roll out the updates.
Device configuration does not end when a network goes

live. During day to day operation, networks still need to
be maintained. These are typical examples of how MultiConfig™ can
continue to save you time and effort during the lifetime

) ) ) of your network.
For example, security best practices dictate that

you should change the passwords of your network

infrastructure devices on a reqular basis. Reduced effort for network maintenance.
MultiConfig™ %
_ search.. Device Credentials
ice enta
g Device Settings
E—J i Basic Settings Status Mame £
. o  |AllChiects [] Edit Presets
B System
( 127.0.0,1:9003 - MAR. 1030
- Temperature o  [127.0.0.1:9004 - MSP30 ~
' Software Qf 127.0.0.1:9005 - RSPE32
- o  [127.0.0.1:9005 - EAGLE30
E'E Load/Save o |127.0.0.1:9007 - EESX30 SNMP
e Save to Device o [127.0.0.1:9008 - BATR =
; - SMMP Version: |V1
) Device Security o  [127.0.0.1:9009 -BATF w
;5 Security Lockdown O Read Password: |esssss
EI@ Switching Repeat: |(seesse
@] Global
E’i Multicasts |:| Write Password:  sssssss
-l GMRP Repeat: |esesess
E- 13 VLANS -
. Advanced
“{ @] Settings
E—]@ Redundancy Web Access
@ Rapid Spanning Tree O Username: | admin
B-;] Diagnostics
H Password: esssssss
&+ @ Status Configuration O
E .d Global Repeat: |essssss
‘- BE QR Code Generator oL
|y Program Settings
L ) ) O Username: | admin
i g Container Properties
] New Property < > O Password: esssses
B *§D=vice Credentials o )
@ a" Objefts Repeatl SEEREEN
objects with errorstatus
objects without errorstatus Hide Passwords
Write Reload Close Help
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MultiConfig™ Device
Load/Save

Backing up the configuration of your switches to
an external storage medium is a basic operational
requirement.

You need copies of your device configuration files for
network documentation.

You need to update these stored files if the device
configurations are changed.

And you need an easy way to do it.

MultiConfig™ provides the easiest way to back up

all your devices simultaneously. You have a choice

of communication protocols to match your available
servers. Wildcards will ensure that the configuration files
have unique names.

Hopefully you will never need the configuration files. But
having them securely stored will give you confidence
that you are prepared for the worst.

Straightforward back-up of multiple devices.

MultiConfig™ *
|~ search,.. Load/Sa
Od Ve
ﬂ Device Settings -
-k Basic Settings Status Mame / ;
- @ system «  |Al Objects [ Edit Presets
\f 127.0.0,1:9004 - M5P30
- ff Temperature o |127.0.0.1:9005 - RSPE32 >
- @ Network of  |127.0.0.1:5006 - EAGLE3D
(@] lobal o  [127.0.0.1:9007 - EESX30
o3 Action: | Save to tftp Server (running config) w
- 1 Software
=i Load/fsave URL: |'configs/2019_07_29_<IP_ADDRESS. $EXTEMNSION
i Q Save to Device Wirite Mode
= (® all objects
I o
E Load,Save (SCP) objects with errorstatus
! w
Fe ' » objects without errorstatus

Write Reload Close Help
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MultiConfig™
Consecutive Reboot

Having to reboot multiple devices is not common. But
there are times when it might be necessary. Planned
reboots, such as after a firmware upgrade, do not present
a problem and should not affect your service level
agreements.

Unplanned reboots are another matter. Sometimes
network faults occur, and when no other action has fixed
the fault, the last resort is to reboot devices.

Rebooting all switches simultaneously causes massive
disruption to live operation.

[@ Belden

Even worse, it entails a high degree of risk. What happens
if some devices do not reboot?

The MultiConfig™ Consecutive Reboot function will
reboot the switches one after the other. If a switch does
not reboot, the process stops.

Use this function to reduce disruption and minimize
risk when conducting emergency maintenance on your
network.

The safest way to reboot a network.

MultiConfig™ X
= gearch..., R it -
esta consecuone
g Device Settings ~ ( IV]
() Basic Settings Status Mame £
- : [] Edit Presets
) System o |l Objects
\f 127.0.0,1:9003 - MAR.1030
~ |l Temperature o  |127.0.0.1:9004 - MSP30 %
50 Software o' [127.0.0.1:9005 -RSPE32
. «F  |127.0.0.1:3006 - EAGLE30
E"E Load/Save o  |127.0.0.1:9007 - EE5X30 m Cold Start
il Save to Device
‘g Unda modification of configurati Virite Mode O o Warm Start
;—i,\ [Restart (consecutively) (@) all objects
- Restart (simultaneously) objects with errorstatus
Fe - objects without errorstatus
Write Reload Close Help
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MultiConfig™
Consistency Check

Consistent configuration across switches is essential for

stable network operation and maximum uptime.

There are many ways to analyze configurations across

devices, but sometimes all you need is a quick check. The
MultiConfig™ Consistency Check provides you with a fast

and easy solution.

First select the switches that you want to check. Then
select the relevant function from the MultiConfig™

menu. The parameters for this function will be displayed.

If the value of a parameter across all devices is identical,
it is displayed. If the value is not identical, a warning
appears next to the parameter. To read the parameter
per individual device, just select the relevant IP address.
You will find the rogue value in no time at all.

This simple technique will save you valuable time when
investigating a network anomaly.

Promotes consistency across network configuration.

MultiConfig™

Search...

"= Jr.apid Spanning Tree
E—]D Diagnostics

E—J 9 Status Configuration
i Device Status

----- @ signal contact 1
-4 MAC Notification
----- o Global

= @ System

- IP Address Conflict Detection In
% Self Test

- Syslog

=[] Ports

il e (TR

X
Rapid Spanning Tree
Status Mame A _
Al Objects [] Edit Presets
& [127.0.0.1:9003 -MAR 1030
o [127.0.0.1:9004 - MSP30 Rl
o' [127.0.0.1:9005 - RSPE32
& [127.0.0.1:9007 - EESX30
Il Version: |RSTP v
Il Priority: | 32768 v
O = Hello Time: 1/100s
Il Forward Delay: |1500 1/100 s
<
e Il Maximum Age: |2000 1/100s
@) all objects Il Tx Hold Count: |3
objects with errorstatus
objects without errorstatus
Write Reload Cloze Help
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MultiConfig™ Save
Support Information

Even the most professional of networks may need
technical support at some time. Hirschmann is proud
to offer technical support directly to our customers.

To maximize the efficiency of the support process,

the technician will ask you for information about

your network. For example network topology, device
configuration, system information, log files, and so on.
Without this information, the technician cannot conduct
serious diagnostics.

You could manually collect the information from each
device. This would be stressful during a fault situation.

MultiConfig™
/Zero Touch Device
Replacement
Configuration

Are your network engineers still traveling onsite to
replace field devices? Achieve Zero Touch Device
Replacement configuration to allow streamlined device
replacement without needing network engineering
expertise.

MultiConfig™ supports Zero Touch Device Replacement
configuration, simplifying installation of Hirschmann
replacement devices in the field and reducing manual
effort. This not only saves time, but also reduces errors
and ensures consistent configuration of the network.

After installing devices in your network, you need to
collect the configurations from the devices and save
them to the TFTP server, and also set up the DHCP

Or you could use the MultiConfig™ Save Support
Information option. With a couple of clicks, all the
required support information will be downloaded from
your switches to your Industrial HiVision PC, then zipped
into an archive ready to be forwarded to our help desk.
This enables the technician to start work on your network
issue with the minimum of delay.

Fastest technical support.

MultiConfig™ X

D Search..
== Syeoq ~ Save Support Info

(@] Global

g
g

k&“&&&& u

ame /
Al Objects [ EditPresets
127,0.0. 19003 - MAR1030
127.0.0.1:900% - MSP30 -

127.0.0.1:9005 - RSPE32
Save Support Info

127.0,0,1:5006 -EAGLE30
File: | \10_26\SEXTENSION\$IP_ADDRESS, $EXTENSION

&-ofly LLDP

(@] Global

127.0.0.1:9007 - EESX30

Wirite Mode
@ all abjects

server on the neighboring devices. On HiOS devices,
when saving the configuration on the device, you can
set up a device to also save its configuration to the
TFTP server automatically.

Once a device fails, using the same ports, install the
replacement device in the network. With the device
operable and connected to the network, the neighbor
device tells where the replacement device finds the
configuration information. The new device then gets
its configuration from the TFTP server.

Zero Touch Device Replacement configuration
simplifies replacement of Hirschmann switches.
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Application Security

Industrial HiVision is a powerful configuration

tool. It can be used to configure every aspect

of your network infrastructure. So it is important to
control who has access to this application. Industrial
HiVision offers various methods of access control,

to seamlessly integrate with your corporate standard.

Access to Industrial
HiVision

Industrial HiVision is a powerful tool for network
configuration, supervision and reporting. Therefore user
accounts and permissions must be tailored to suit your
security requirements.

At the most basic level, Industrial HiVision can operate
without user accounts.

The next security level involves password-protecting
Edit Mode. A password would then be required to make
modifications to the application. For closed systems,
this may be enough. For more advanced security, user
accounts are supported. The accounts are used to force
a login to Industrial HiVision.

It is also possible to create roles with assigned
permissions. These roles can then be allocated
to individual user accounts.

Flexible user configuration for appropriate

E New Entry e
Access Rale
Role Mame: | Operator
Permissions: Login
(] Edit Mode
[] User Management
Cancel Help
E New Entry ps
User
User Mame:  |Mark Cooksley
Password: | gesmesss
Confirm Password: | sessssss
Access Roles:
Hide Passwords
Cancel Help
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User Authentication

For many installations, the user management provided
locally by Industrial HiVision is ideal. For larger
installations, especially where IT/OT convergence is
taking place, another approach may be required.

Some companies require a single signon per user. In
other words, one set of credentials provides access to all
corporate applications. Industrial HiVision achieves this
by allowing you to authenticate users via LDAP.

An older but very widely used method of central
authentication is RADIUS. Traditionally RADIUS is used
to authenticate login credentials for switches. But for
consistency, we have also made RADIUS available for
Industrial HiVision authentication.

By offering a spectrum of techniques, Industrial HiVision
can match your authentication requirements.

User authentication complies with your corporate
standard.

RADIUS Server Configuration it
RADIUS Server Configuration )
RADIUS Server: |127.0.0.1
Shared Secret:  |MySharedSecret

[] Edit more options

Authentication Port: 1812 Use Default Value

Accounting Port: 1813 Use Default Value
Membership RADIUS Vendor ID:  |248 Use Default Value

Membership RADIUS Attribute ID: |1 Use Default Value

ol ||t

LDAP Server Configuration x
LDAP Server Configuration

LDAP Server: [] Use Secure Connection
Domain:

[[] Edit mare options

Port Mumber: (389 Use Default Value

Login Pattern: Insert Token Use Default Value
Example:

User LDAP Attribute: |samaccountname Use Default Value

User Pattern: |$USER | |Insert Token Use Default Value

Access Roles LDAP Configuration
LDAP Organizational Unit RDM:
LDAP Domain Component RDM: Use Default Value

Membership LDAP Attribute:  |memberof Use Default Value

LDAP Distinguished Name Edit
cn=0perator

Role Mame #
Operator

Cancel Help
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Audit Trail

As a network administrator, the responsibility for the
smooth running of the network rests with you. But all
employees who actively work with the network must
be accountable for their actions.

The purpose of standard event logs is to provide
information about the network history. But these logs
are not intended to be secure. Entries can be deleted.

The Audit Trail provides a permanent record of events
relevant to Industrial HiVision. This includes the user who
caused the event.

Hopefully you will never need the Audit Trail. But if you
ever have to prove what occurred on your network, you
can rest assured that the information is available.

Permanent record of operator actions.

2] Event Viewer

File  Action View Help
= | 55
@ Event Viewer (Local)

_-# Custom Views
v 5_. Windows Logs

Application MNumber of events: 14

¥ Filtered: Log: Application; Source: Industrial HiVision 08.0.00. Mumber of events: 304

5] Application Level

Date and Time Source Event ID  Task C...

g :Z:u“:t’ (@) Information  30/07/2019 10:36:40 Industrial HiVision 08.0.00 4096 Info

§I| 5ystem @ Information  30/07/2019 10:21:13 Industrial HiVision 08.0.00 4086 Info

§:| Forwarded Events @Information 30/07/2019 10:20:34 Industrial HiVision 08.0.00 4086 Info

v B Applications and Services Lo @Information 30/07/2019 10:20:34 Industrial HiVision 08.0.00 4086 Info
§:| Hardware Events @ Information  30/07/2019 10:20:34 Industrial HiVision 08.0.00 4086 Info

| Intel @ Information  30/07/2019 10:20:34 Industrial HiVision 08.0.00 4086 Info

i) Internet Explorer @ Information  30/07/2019 10:15:47 Industrial HiVision 08.0.00 4096 Info

éﬂ Key Management Service @ Information  30/07/2019 10:15:46 Industrial HiVision 08.0.00 4086 Info

§I| Local Security Agent @ Information  30/07/2019 10:15:06 Industrial HiVision 08.0,00 4056 Info

| Microsoft

§:| Microsoft Office Alerts Event 4096, Industrial HiVision 08.0.00

§:| Symantec Endpaoint Prote

Details
§I| Windows PowerShell

-} Subscriptions

Jul 30 10:36:40 INFQ Kernel is switched to Edit Mode

Actions
Application A

v

|

o DED

e

Open Saved Leg..
Create Custom Vi..,
Impert Custom Vi..
Clear Log...

Filter Current Log...
Clear Filter
Properties

Find...

Save Filtered Log ...
Attach a Task To t...

Save Filter to Cust...

View »
Refresh
Help »

oz (= feplication Event 4096, Industrial ...

Source: Industrial HiVision 08.0,00 Logged: 30/07/2019 10:36:40 B Event Properties

Event ID: 4096 Task Category: Info

) ) ] Attach Task To Th...
Level: Information Keywords: Classic
User: N/A Computer  DENECILT0948.eu.GAD.local y Copy ’
< > H Save Selected Eve... )
)
46 belden.com lL



Event Logging

Event logs are one of the cornerstones of network

management. They provide valuable historical information

factual information, presented in an intelligible way,
will assist you to maintain a high level of network

for analysis and reporting. Event logs are also an important availability, and provide rapid service to your network

source of information when fault finding. Comprehensive

Event History Log

It is not possible to watch a network management screen

24 hours a day. So an intuitive event log is one of the
most important network management tools.

For the network operator, the event log provides a list
of warnings and errors logged by time, and information
about when these problems were fixed. Acknowledging
an entry confirms that the operator is aware of the log
entry.

users.

The event log provides information about the overall
performance of the network, as well as the network
management application itself. Comprehensive filters
make it easy to view just the required information.

SNMP Traps show events as they happen, meaning
your information is always up to date.

The event log will give you an instant overview of the
recent history of your network.

Extensive list of recent events.

Graphical Event
History Display

The Event History log provides a lot of useful
information about what has happened in the recent
past. But sometimes you just need a high level
overview.

A musical score shows the notes for all instruments
lined up in a fixed order. The Graphical History Event
Viewer provides the same display for network devices.
Essentially it gives you a visual view of the status of
network devices over time. You can scroll the screen
back in time, to view history. You can zoom into the
screen for more detailed information.

This visual display results in intuitive event
correlation. At a glance you can see which devices
were affected by which events. This information helps
you to pinpoint the basic cause of a network failure.
You can then return to the text based event log for
more comprehensive information.

Visual event correlation.

@ belden.com
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Event Log Export

If a network incident occurs, it is good practice to
document what happened and how it was resolved, for
future reference.

Industrial HiVision facilitates this by making all event logs
exportable. You can select which severity of information
will be included, for which devices, over which time
frame.

Exported data is available as pdf, html, or csv. So reports
can be customized to match your corporate standard.

Don’t spend hours creating reports. The event export
function in Industrial HiVision provides the required
information for professional quality reports with just a
few clicks.

Event Log on Mobile
Devices

Industrial networks run 24 hours a day. But you cannot
always be in the Operations Center, or at
your desk.

What if a network problem is reported to you out of
hours?

The event log is one of the most valuable tools for rapid
fault finding. But how can you get access to it when you
are away from the network management station?

Industrial HiVision has a built-in web server. This server
can provide the event log as a standard web page.

Of course to take advantage of this feature, you must
have access to the Industrial HiVision server from your
current location.

Facilitates the creation of professional looking reports.
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This function can provide real-time information directly
to your phone or tablet. Consequently you can maximize
your network availability by starting the fault-finding
immediately.

Event log information directly to your phone.
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Event handling

No network can be supervised by a person, 24 hours
a days. So you need a proactive way to be informed
about network events. Preferably using a technique
which fits into the current way you work. At the same
time, the network is just part of a much bigger
application. So network events need to be shared
with colleagues outside your immediate department.
Industrial HiVision gives you a choice of how to
achieve these objectives.

Event Reporting

Event logs store information for later use. But often if
an event occurs, you or your network operators need to
know immediately.

Industrial HiVision offers you many options for event
reporting. An audio alarm will attract attention. Standard
options like email, SMS and push notifications make

use of mobile phones. An event can start any other
application. A popup message box can give the operator
precise instructions for dealing with the alarm.

Event handling can be customized to suit your
requirements.

For beginners, existing events from the event log can be
used to generate and tailor new events for reporting. So
getting started could not be easier.

Take some time to set up the event reporting. Receiving
network events in a timely fashion will give you additional
time to plan your response.

Instant notification of selected events.

Alarm

Power supply has failed on MAR 1030, Please telephone Building Maintenance on extension 1942,

(8.4

(&
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Event Forwarding

The events stored by Industrial HiVision are intended to
be used for short-term network administration and
fault-finding. For long-term storage and analysis, it is
common to use a central location to store all events. This
location is typically a Syslog Server.

Industrial HiVision provides you with two powerful
options to forward events to one or more central Syslog
Servers.

First, all internal events can be forwarded. So events
relevant to Industrial HiVision itself, such as user logins,
are stored.

Second, events about network devices can be forwarded.
This is useful if your networked devices do not support
Syslog. It is also valuable if you do not want your devices
to send their own Syslog messages outside the local
network.

Storing all your messages centrally will allow you to
take advantage of modern techniques such as event
correlation.

Centralize your event messages.

“&p Titpd64 by Ph. Jounin - o X
Current Directaory |C:'\Program FileshTitpded j Browse
Server interfaces |12?.D.D.1 Software Loopback Interface 1 j Show Dir
Thp Server ] Tftp Client ] DHCP server  Syslog server l Log viewer
text fram date ~
<143 Jul 30 11:18:56 DEMECTILT 0948 IndHMizion: kemel event:User Intervention: Preferences Modified by U szer 127.0.01 30407 11:18:56.339
<14>Jul 3017:15:42 DENECTLT 0948 IndHNizion: Kermel event:Uzer Intervention: Industial HVision iz Switched to 'Run Mode” mec11011/DEN...  127.0.01 30/07 11:19:42.959
<14xJul 30 11:20:16 DEMECTILT 0948 IndHMizion: Device event:127.0.0.1 : MART030:The canfiguration of the Ring Redundancy has changed  127.0.01 30407 11:20:16.036
<1dxJul 30711:20:16 DEMECTLT 0948 IndHizion: Device event:127.0.0.1 : RSPE32:Link iz Up 127.001 3007 11:20:16.039
<14xJul 3071:20:16 DEMECTLT 0948 IndHizion: Device ewent:127.0.0.1 : MSP30Link iz Up 127.001 30507 11:20:16.042
<145Jul 30 11:20:16 DENECTILT 0948 IndHMizion: Device event:127.0.0.1 : RSPE 32:5tatus Impravement: QK [Link=Up) 127.0.01 3007 11:20:16.150
<14wJul 3011:20:16 DENECTILT 0948 IndHMizion: Device event:127.0.0.1 : MSP30:Status Improvement: O [Link=Upg) 127.0.01 30/07 11:20:16.160
<14 Jul 30171:20:45 DEMECTLT 0948 IndHMizion: Device event:127.0.0.7 : MART030:Power Supply Status Changed [Status=0n) 127.0.0.1 30707 11:20:45.832
<14 Jul 30017:20:45 DEMECTLT 0948 IndHMizion Device event:127.0.0.1 : MART030:Relay Status Changed 127.0.0.1 30407 11:20:45.835
<142 Jul 3011:20:45 DEMECTILT 0348 IndH¥izion: Device event:127.0.0.71 : MART030:Status Improvement: 0K [Status=0n) 127.0.01 30707 11:20:45.947 W
Clear | Copy
About | Settings | Help
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Event Escalation

In a perfect world, your network operators would see
and acknowledge every event. In reality, sometimes
the operators will be focussed on other tasks, and the
events will get missed.

Industrial HiVision offers a simple function to
mitigate this problem. Unacknowledged events can
be redirected to an alternative operator, or escalated
to you.

You can define the acknowledgement time-out
period per alarm. For example, the higher the event
severity, the shorter the acknowledgement period.

You can also define how each event should be
escalated.

Event escalation reduces the chance of events
being missed, and helps you and your colleagues
to maintain awareness of the network status.

Prevent alarms being overlooked.

Mew Entry

Type

() When event ocours

15 Minutes s

Alarm

Mame: Send email to Admin

Active

Language: English

(@) If event has not been acknowledged after

Asset Management

Asset management is a critical component of proactive

network management. You need to understand what

your company owns, and where it is located. Optimizing

the use of existing assets can save the expense of
buying new ones. Spare parts stock needs to match

the deployed hardware. If you outsource your hardware

maintenance, you will need to know what is covered.

@ belden.com
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Asset Management
Summary

An inventory list is the first task in the asset management
process.

Industrial HiVision provides a concise summary of your
network infrastructure devices. This includes device type,
serial number, software version, location, and other
relevant information. All this information is contained

on a single screen, and can be exported into a single
spreadsheet.

The asset management summary in Industrial HiVision
can save you hours of effort. Even better, because the
information is read online, directly from the devices
themselves using SNMP and EtherNet/IP, you can be sure

that it is accurate.

Whether you need asset management for your network
documentation, or for requlatory compliance, the
summary is a good first step towards conformity.

Ensures accurate inventory.

Type ‘ Status |

Product

Serial Mr.

Location

Contact

Firmware Version

e
]
il

LAAARAAA4Y

MACH Rugged Switch  MAR 1030

MsP
RSPE

EAGLE 20/30

EESX

BAT

BAT
NETSNMP
NETSNMP
Ping Device

943940999000101226
942076999010601737
837640605010101053

EAGLE30-0402205TT999 0815

837634005010101034
942070999000000191
942070999010101391

MNeckartenzlingen
Meckartenzlingen
Meckartenzlingen
MNeckartenzlingen
Meckartenzlingen
Meckartenzlingen
MNeckartenzlingen
Meckartenzlingen
Meckartenzlingen

Mark Cooksley
Mark Cooksley
Mark Cooksley
Mark Cooksley
Mark Cooksley
Mark Cooksley
Mark Cooksley
Mark Cooksley
Mark Cooksley

L2P-08.0.06
HIO5-24-04.0.00
HI05-35-05.0.00-ALP. ..
HiSec05-01.2.00
HIO5-2E-04.0.01-RC0O2
8.90Rel

S.00
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Asset Management
Comprehensive

The Asset Management Summary provides the essential
details about your network infrastructure devices. But

It is also possible to see the status of ports which are
participating in redundancy mechanisms.

maybe you need even more comprehensive information.

The Document Device function will create an individual

You can create documents for all network devices,
or just selected ones, with only a couple of mouse

pdf document for each network device. The document clicks.
not only contains information about a device, but also

information about subcomponents. For example, the
serial numbers of interface cards, the presence of ACA

external memory, and the location of SFPs.

Create valuable reference documents with a
couple of clicks.

Name

inventory_82_141_17_130.pdf
inventory_82_141_17_131.pdf
inventory_82_141_17_134.pdf
inventory_82_141_17_135.pdf
inventory_82_141_17_138.pdf
inventory_82_141_17_139.pdf
inventory_82_141_17_140.pdf
inventory_82_141_17_141.pdf
inventory_82_141_17_142 pdf
inventory_82_141_17_143.pdf
inventory_82_141_17_146.pdf
inventory_82_141_17_148.pdf
inventory_82_141_17_149.pdf
inventory_82_141_17_151.pdf
inventory_82_141_17_152.pdf
inventory_82_141_17_157.pdf
inventory_82_141_17_158.pdf
inventory_192_168_1_1.pdf

inventory_192_168_1_2.pdf

inventory_192_168_1_8.pdf

inventory_192_168_1_15.pdf
inventory_192_168_1_17.pdf
inventory_192_168_1_18.pdf
inventory_192_168_1_40.pdf
inventory_192_168_1_100.pdf
inventory_192_168_1_142.pdf
inventory_192_168_1_200.pdf
inventory_192_168_1_201.pdf
inventory_192_168_1_202,pdf
inventory_192_168_1_204,pdf
inventory_192_168_1_205.pdf
inventory_192_168_1_206.pdf
inventory_192_168_1_220.pdf
inventory_192_168_1_221.pdf

Date maodified

19/08/2019 10:40
19/08/2019 10:40
19/08/2019 10:40
19/08/2019 10:41
19/08/2019 10:40
19/08/2019 10:40
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:40
19/08/2019 10:40
19/08/2019 10:40
19/08/2019 10:40
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:40
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
18/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41
19/08/2019 10:41

Type Size

Adobe Acrobat Document 43 KB
Adobe Acrobat Document 46 KB
Adobe Acrobat Document 43 KB
Adobe Acrobat Document 43 KB
Adobe Acrobat Document 46 KB
Adobe Acrobat Document 43 KB
Adobe Acrobat Document 44 KB
Adobe Acrobat Document IS KB
Adobe Acrobat Document 44 KB
Adobe Acrobat Document 43 KB
Adeobe Acrobat Document 43 KB
Adobe Acrobat Document 43 KB
Adobe Acrobat Document KB
Adobe Acrobat Document 36 KB
Adobe Acrobat Document 43 KB
Adeobe Acrobat Document 40 KB
Adobe Acrobat Document 43 KB
Adobe Acrobat Document 43 KB
Adobe Acrobat Document 4D KB
Adobe Acrobat Document 41 KB
Adeobe Acrobat Document 41 KB
Adobe Acrobat Document 42 KB
Adobe Acrobat Document 42 KB
Adobe Acrobat Document 43 KB
Adobe Acrobat Document 43 KB
Adobe Acrobat Document 36 KB
Adobe Acrobat Document 46 KB
Adobe Acrobat Document 44 KB
Adobe Acrobat Document 44 KB
Adobe Acrobat Document 43 KB
Adobe Acrobat Document 43 KB
Adobe Acrobat Document 43 KB
Adobe Acrobat Document 47 KB
Adobe Acrobat Document 47 KB
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Documentation

Network documentation must be one of the least
exciting parts of a network administrator’s job. But
nevertheless, it is essential. Industrial HiVision can help
you to document every aspect of your network, ensuring
that your paperwork is always up to date and your
records are accurate to assist fault finding.

Documentation

There is no standardized way to document a network. 8 = Q AR PD OO m- B P B2 a
Good practise suggests that your documentation should - sve/Body Shop/Prodnction Cell3 ’
contain network diagrams. You will also need detailed R

information about the infrastructure components. e s |

Feeanll || oS
PLC AN ort 43 EAGLE30
AN ort 10

) ) ] vort 1.+ [N m
Topology maps can be exported in various graphical Lwom |
formats. Topology maps include ports numbers, link P Y
speeds and connection media types. v e

Port 6 Port22 ﬂ]-l

MARI030 RSPE32 Robot

Product tables include models, serial numbers, software

versions, names and IP addresses. This information is }

available as HTML. Alternatively the data can be exported !J h g mays ﬁi

as a csv file, which is the most convenient and flexible oare
format to be inserted into your documentation. T 2

You must document your network, and Industrial HiVision
offers you an effortless way to complete the task quickly.

The most efficient way to document your network.

H - - Hirschmann Automotive Devices List.csv - Excel 2 ®m - 0 %X
HOME  INSERT ~ PAGELAYOUT ~ FORMULAS ~ DATA  REVIEW  VIEW Mark Cooksley ~
i =] (== 1€
X% cut s = = AutoSum ~
% Calibri 11 A AN == $- EfwrapText General - o ¢ | Normal Bad Good (E-EtIII EEX E z QY
B Copy - bl - Fill -
Paste L. BeA. === R o o  Conditional Formatas| Neutral Calculation | [N - Insert Delete Format Sort& Find &
¢ Fomatbainer B L U7 L7 DA === Merge & Center %o WSS - @ Clear~
h Formatting ~ Table ~ M - M Filter - Select~
Clipboard 5 Font o Alignment o Number o Styles Cells Editing ~
029 ~ fi v
A 8 c D 3 F [ H J K L Va
1 |Production Cell 3
2 |Devices
3 01/08/2019 12:23
4 |Type Status Name 1P Address MAC Address Product Chassis Serial Nr. System Name Location Contact Firmware Version Configuration Signature
5 |mar 1- Ok MAR1030 127.0.0.1:9003 00:80:63:5A:E4:28 MACH Rugged Switch MAR1030 "543940999000101000 MAR-5AE428 Hirschmann MAR Hirschmann Automation and Control GmbH L2P-08.0.06 314357cd
6 |msp7 1-0k MSP30 8 29004 ECES: C2 MSP % MSP-ECESSSAEAFC2  Hirschmann MICE Hirschmann Automation and Control GmbH HiOS-2A-04.0.00 AEB24B72BB299AF55F6CH(
7 |rspe 1- Ok RSPE32 )5 EC:ES: 0 RSPE RSPE32-2404407T99 ’837640605010101000 RSPE-ECES55F699C0  Hirschmann RSP Enhancec Hirschmann Automation and Control GmbH HIOS-35-05.0.00-ALPHA44 OC3EEBESSAFA66057513BE
2 |eagle_ruggedized 1- Ok EAGLE30 A 29006 EC:E5:55 30:60 EAGLE 20/30 EAGLE20-0402206TT999 815 EAGLE-ECES55013060 Hirschmann EAGLE Hirschmann Automation and Control GmbH HiSec0s-01.2.00 AACBASEIFICTETASISIFF!
9 eesx 1- Ok EESX30 8 29007 EC:E5:55 7D:00 EESX EESX30-0802 '837634005010101000 EESX-ECESS5F67D00  Hirschmann EESX Hirschmann Automation and Control GmbH HiOS-2E-04.0.01-RC02 AVD3F6A46B145F79758614
10 |bat-r 1-Ok BAT-R 8 ECES: C BAT BAT-R '642070999000000000 BAT-R_3408C8 Neckartenzlingen wwwhirschmann.com 8.90Rel
11 |bat-f 1- Ok BAT-F 9 ECES: CF BAT BAT-F ’842070999010101000 BAT-F_619ED8 Demo Network www.hirschmann.com 9.00 Rel
12 |ple 1-0k PLC 127.0.0.1:9010 00:8( :F7 NETSNMP PLC PLC Some Factory Hirschmann Automation and Control GmbH
13 |robot 1- Ok Robot 127.0.0.1:3011 00:8 B0:48 NETSNMP Robot Robot Some Factory Hirschmann Automation and Control GmbH
= -
Hirschmann Automotive Devices L @ < »
|_TITSCAmanh AtRomotive Jevices - | &)
READY =] M -+ 80%

54

belden.com @



Tools

Every network administrator has their own software
toolbox containing a collection of their favorite
utilities. Some tools are almost universal. But others
fulfil specific requirements of an administrator or a
network. Over the years our customers have asked us
to develop a multitude of dfferent tools. Many of these
are now integrated directly into Industrial HiVision,
ready to facilitate administration tasks.

Project Setup Wizard

Although Industrial HiVision is a powerful network In either case the Setup Wizard is right for you. It will take
management application, getting started does not you step by step through the setup process, resulting in
require a lot of expert knowledge. But sometimes it is a very useable management application in the minimum
good to have a helping hand. possible time.

Maybe you have never used a network management Later, as you become more familiar with the functions
application before, and you would like some guidance. offered by Industrial HiVision, you can fine tune it to

match your exact requirements.

Maybe you just want to get started quickly, without

learning where to find all the options. Get started quickly with no prior knowledge.
Setup Wizard pd
1 Language Application

3 SNMP Guess List
4 Inventory Settings

The selected language determines the locale that e
is used throughout the application. Changing the
language will re-create the next steps of the
wizard, losing all currently configured data.

If the language was changed, the GUI will restart

) Back L_‘:_! MNext o/ Finish u Cancel
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Scheduler

In every network, some tasks need to be repeated. This
is usually not the most interesting work, but it is often
critical to the smooth running of the network.

A scheduler takes the pressure off you, by automatically
running tasks at predefined times.

Some tasks, like backing up switch configurations, or
disabling Power over Ethernet outside production hours,
are so common that we have built them into Industrial
HiVision.

For other tasks which may be specific to individual
networks, the Scheduler can run batch or script files
created by the network administrator. Wild cards are
supported for elements like file names or IP addresses.

By using the Scheduler, you can rest assured that tasks
are running smoothly in the background, without your
personal intervention.

Automate repetitive tasks.

Mew Entry

(®) Repeat indefinitely
() Number of repetitions

() Repeat until

Thursday, August 1, 2019 12:39:30 PM CEST

Task
Name: Run batch file v
Execution
() Single execution (@) Multiple execution
Start Date
Interval: 1
Repetition

Thursday, August 1, 2019 12:39:30 PM CEST
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Device Response
Times

Whenever there is a communication problem across a The Device Availability tool provides you with

network, the users blame the network. The problem may real-time meaningful statistics about the

be caused by a slow application, or an overloaded server,  performance of the network. These include packet

but the network is still to blame. errors, lost data, and response times across the network.
It is not a mountain of information, but it is enough to give

o o you a feeling of whether the problem is networkrelated.
Of course with in-depth knowledge, specialist tools

and plenty of time, you can prove the real cause of the
problem. But these are luxuries when you are under In the heat of the moment, this is just the information you
pressure to remedy the situation. need to help you focus on the real cause of the problem.

Jump start your network fault finding.

Protocol Statistics X
SNP  1eMp -
Device I Protacol Requests Responses [ Timeouts J Errors Msg Loss [%] I Avg Resp [ms] I MAvg Resp [ms] I Min Resp [ms] ] Max Resp [ms] Export

82.141.17.131 SNMP V3 6880 6876 0 0 0 44 48 37| 177|

62.141.17.130 [sNvP V3 [ 213 2910 1 0| 0| 39| 40| 36| 149 Print

192,168.1,100 [PV [ 7377| 7376 | [l 0| of 0| 0| 10

B2.141.17.141 [sNMP VL 1040 1037, 1 0 0 3 3 3% 50

62.141.17.134 [EE | 2083 2050] 1 of of 53] %8| 42 155

82.141.17.135 [SNMP V3 | 2742 2739| 1 [l o 41 40| 37| 98 Reset

82.141.17.138 [snvP V3 [ 4253 4251 of of 0| 54| 59| 41 241

62.141.17. 146 [snvP V3 [ 1948 1944 | [ of | 43 38| 301

62.141.17.148 [snvP V3 [ 2012 2008 2[ [ 0| 45| 44 37| 261

82.141.17,138 [snvp V3 [ 1911 1505 4 9| 0| 48 47| 41 25

62.141.17.143 SNMP V3 2516 2510 3 0 0 51 E 41 168

62.141.17.145 [sNvP V1 | 13933 13920| 1] [ [ 3 38| 35| 7

82.141.17.142 [snvP V3 [ 3553 3546| 2] of 0| 41 +1| 37| 104 v

Close Help

Reporting Tool
Reporting is another of the less glamorous but essential A built-in PDF generator can create basic visual reports.
tasks of network management. Keeping good records is And by exporting the data in a standard format, you can
a part of a network administrator‘s responsibility. Long- use applications such as Excel to create professional
term knowledge of your network performance will help quality reports.

you to spot trends and anomalies.

Create relevant reports with minimum effort.
Industrial HiVision allows any visible parameter to be
added to a report, including any parameters you have Backbone Traffic 27th May 2019
defined ourself. This gives you complete flexibility in
terms of the information you collect.

There are many options for the scheduling of report
generation, from fixed period to sequential.

——192.168.1.220 - Port 2-Out Octets (Delta)

192.168.1.220 - Port 2-In Octets (Delta)
——192.168.1.220 - Port 1-Out Octets (Delta) ===192.168.1.220 - Port 1-In Octets (Delta)
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Network Baselining

From a technical perspective, Network Baselining is a
subset of reporting. But it represents one of the most
important tasks that a network administrator must
conduct, to ensure the health of the network.

In this case Network Baseling means monitoring the
minimum, average and maximum device response times
across a network. Fluctuations in these values could
indicate changes in network utilization, or changes in the
end devices. In other words, things that you need to know
about.

Your devices do not need to offer this information.
Industrial HiVision will calculate it for you.

Network Dashboard

A network operator has many daily tasks, and monitoring
the health of the network is just one of them.

A network dashboard is a useful tool to help the operator
stay up to date with the network health.

Essentially a network dashboard is a large screen
projected or attached to a wall, which displays a realtime
summary of various network components in a graphical,
color-coded style.

Just select the devices you want to baseline, and you will
be well on your way to having a deep understanding of
your network’s long-term performance.

Understand the typical performance of your network.

Average Response Time

70

o N~

50 P>

——82141.17.130
——82141.17.131

Millseconds
&

8

——82.141.17.132
——82141.17.133
20 ——82141.17.134

It shows the network status at a glance.

The dashboard in Industrial HiVision is completely
configurable. Templates are provided for information
such as device or connection status, security status,
response times, and application performance. Or you
can create your own templates. Multiple dashboards
can be displayed in a slideshow.

Greatly enhance the visibility of your network.

Temperature

G Top 10 Moving Avg Response Tme =

Top 10 Moving Avg Response Time

Moving Avg Response Time: Ping [ms]

" Securty Summary =

Security Summary

Vulnerable Devices
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Customized
Dashboards

Ethernet networks grow and change quickly, making
them increasingly difficult to manage and secure
them.

Through integration with existing tools, such as InfluxDB
and Grafana, it’s possible to capture and analyze plant
and network data across different systems and sensors
and unite it all within a highly visual and customizable
dashboard. With a single view of performance data and
thresholds, network administrators can address status
changes before they result in network

downtime. Industrial HiVision lets you select these
categories and exports them to a InfluxDB® server.

InfluxDB® is an open-source database optimized for fast,
high-performance storage, and retrieval of time-series
data. From this database Grafana® retrieves the data
exported from Industrial HiVision. Grafana® is a
multi-platform open-source web application used for
analytics and interactive visualization of data. When
connected to supported data sources, Grafana®
provides charts, graphs, and alerts.

Create highly visual, customized dashboards for
live network supervision through integrations with
InfluxDB® and Grafana®.

@ belden.com
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Configuration File

Compare

Industrial HiVision includes some great tools to warn you

when the configuration of a network device has changed.
But that still leaves you with the challenge of working out

exactly what has changed. Of course you could spend
hours comparing the previous and current configuration

files manually. Or you could use the Configuration File

Compare tool. This gives you a side by side comparison

Save time searching

of a device's previous configuration and its current

Use this tool to save time and frustration when dealing
with unauthorized changes to device configurations.

for configuration changes.

configuration.
Map List Devices Ports Connections Froperties Security Status PoE
Device Class: | All ~ | Property: |Configuration File (Device) ~
Device. .. | Status | 1P Address £ Device Name Device Class Mame Value
o  192.168.1.1 BATEE7-R BAT Family Configuration File (Configuration of 'BATS67-R_6ASB7S ...

5 o 192.168.1.40 BATR
‘n 192,168, 1.200 MSP32
192.168. 1. 101 RS

v 192.165.1. 104 ERS40
EJI o  192.168.1.220 RSPE37 Left
i) 192,168, 1.221 RSPE37 Right

-_“

BAT Family
MSP, RSP, GRS, BRS, Octopus 2, RED, EES, Mach 4x00
OpenRalI Ma\:h 4000, Octopus

Configuration File
Configuration File
Configuration File

MSP RSP GRS, E New
MSP, RSP, GRS, Eorr
MSP, RSP, GRS, E =

ation File
ation File
ation File

Ctrl+C
Paste Ctrl+V
Paste as Link

Paste as new Network

Filter Events for Object

Refresh F5
Display differences

Web Interface

cu

SNMP Browser

e =

Acknowledge Status Change Ctrl+R
MultiConfig™ Ctrl+M

e

Properties... Alt+Enter

<7uml version="1.0" encoding="utf-8"...

(Configuration of 'BAT-R_24CCS2 fro...
<?uml version="1.0" encoding="utf-"...
|Current Configuration:!|Parameter st...

<?xml version="1.0" encoding="utf-8"...
<?xml version="1.0" encoding="utf-8"...

| £ Display differences

Reference Value

[

urrent Value ~

<?xml version="1.0" encoding="utf-8" 2>

<Headexr>

<Variable name="swMajorRelNum">7</Variable>

<Variable name="swMinorRelNum' :/Variable>
<Variable name="swBugfixRelNum">6</Variable>
</Header>

<MibData>

<MIB name="SNMPv2-MIE">
<Scalar name="system">

<httribute name='

<Scalar name="snmp">
<hAttribute name="
</Scalar>

</MIB>

<MIB name="SNMP-COMMUNITY-MIB">
<Table name="snmmpCommunitvEntry">
<

<Config version="1.0" xmlns="urn:xml:ns:mibconf:base:1.0">

<Variasble name="productId">rsp35_08033c6zt</Variable>

sysContact” convert="ascii"sMark Cocksley</Attributesg

snmpEnablefuthenTraps">1l</Attributes>

encoding="utf-g

<?xml version='

<Config versio:
<Header>
<Variable name="productId">rsp35_0B

<Variable name="swMajorRelNum">7</V:
<Variable name="swMinorRelNum" /3
<Variable name="swBugfixRelNum">&</"
</Header>

<MibDat.

<MIB name="SNMPv2-MIB">
<Scalar name="system">

<Ettribute name="sysContact" conver

t; t;

<Attribute name="sysName" convert="ascii">RSP-ECES556BARCO</Attributesg <httribute name="sysName" convert="
t; i

<Attribute name="sysLocation" convert="ascii">Neckartenzlingen</Attribu <Attribute name="sysLocation" conve:
te> </scalar>

</Scalar> <Scalar name="snmp">

<Attribute name='
</Scalar>

</MIB>

<MIB name="SNMP-COMMUNITY-MIZ">
<Table name="snmpCommunityEntry">
<Entrv>

snmpEnableAuthenTr.

1.0" smlns="urn:xml:ns:mibconf:base:1.0"s

03306zt</Variable>
ariable>

ariable>

Variable>

t="ascii">Mark Cooksley</Attributesg
ascii">RSP-ECES556BARC0</Attributesy

rt="ascii">Demo Case</Attribute>

aps">l</Bttributes>

60

belden.com

Changes are color-coded, making them simple to detect.

i



Duplicate Network

There is a well known saying that no two networks

are the same. But like many things with OT networks,

sometimes reality is far removed from general

understanding.

As an example, let's consider a network on a train.
Typically each carriage will contain identical hardware, tomorrow.

for example cameras, passenger information displays,

seat reservation displays, passenger counters, and
emergency phones. All these components are

networked.

[@ Belden

The Duplicate Network function can create these
networks, including devices, IP addresses, passwords,
alarms, and event forwarding.

Of course this is a niche function for certain OT networks.
But what is niche today, may be mainstream OT

Configure and supervise duplicate networks with
minimum effort.

So each carriage needs an identical network, but using

different IP addresses.

Copy Devices x
Source IP Address MName Folder IP Address of the Copy Type Edit
192.168.1.1 192,168.2.1
. =

192.168.1.2 BAT C2 Carriage 1 192.168.2.2 ?qu Cale with Ofeat
192.168.1.8 OWL LTE Carriage 1 192.158.2.8 &

192.168.1.15 GECEKOQ 5TX Carriage 1 192.168.2.15 a

192,168.1.40 BAT-R Carriage 1 192.1638.2.40 a Reset
192,168.1,100 Industrial Hivision Carriage 1 192,168.2,100 E

192,168, 1, 200 MSP32 Carriage 1 192,168, 2, 200 %

192.168.1.201 RS540 Carriage 1 192.158.2.201 a

192.168.1.202 RSP 35 Carriage 1 192.168.2.202 a

192.168.1.204 ERS40 Carriage 1 192, 1638.2.204 a

192.168.1.220 RSPE37 Left Carriage 1 192.1568.2,220 E

192.168.1.221 RSPE37 Right Carriage 1 192.168.2.221 E

Copy Device Credentials

Copy Event Forwarding

Copy Event Actions: Alarms

Copy Tasks and Schedules

|:| Scan Devices after Copy

0K Cancel Help
@ belden.com o1



User-defined Menus

Industrial HiVision includes the option to start other
device-relevant interfaces directly from within the
graphical user interface. For example, right-clicking a
switch’s icon will allow you to open the device’s

web interface, or a command line like Telnet or SSH.

But is it possible to run other applications? Especially for
thirdparty devices? Actually, yes. You can design your
own device menus, and then run any applications you
would like. Wild cards are available for parameters such
as IP address. It is even possible to include passwords

in the command line. For example, if you use VNC for
remote access to PCs, create a VNC menu and associate
it with PC devices. Enjoy the convenience of customized
device access directly from inside Industrial HiVision.

Any application can be started directly from Industrial
HiVision.

@ vty
ame:[Uiconty
At fr: [DRERTG] e Ty [T
Locatinof Exeuton: @ Deskion Oservee
Sopicton: [C:Progran e (66 VIRSCHYANN AT LANGefgarcnt e
Paameters: [ 4008
Ddvarced

Token Langusge: [Engish 5
!

ol

Applcaton Resut: (7] Output
[CIRetnvake

Diplay Resit: [JEvent Oy In Case Of Fsure

[AMesssgeox [ only InCase OfFaire

InsertTolen

Copy
noustrBlHVISK = 5,

0" Pasteaslink
L Paste as new Network
€ Delete
Rename
£ Zoom
Filter Events for Object
D Refresh
Manage
Unmanage
Set Device and Port Names
~# Document Selected Devices
@ Web Interface
et
W Actions
SNMP Browser
O Ping
& Acknowledge Status Change
Geographical Location View
=8 MultiConfig™
]

7} Properies..

Ctrl+X
Ctrl+C
Ctrl+V

? Windows Remote Desktop

Ctri+R

Ctr+M
Alt+Enter
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Path Availability
Calculator

How often have you heard the expression “five nines
availability”? In other words, 99.999% uptime, or 5
seconds a year downtime.

This is the de facto standard for OT networks.

Easy to say, massively complex to calculate.

Industrial HiVision includes a path availability calculator.
To be clear, the tool cannot calculate the availability of

a network. But as its name suggests, it can calculate the
availability of a path through the network. This depends
on the Mean Time Between Failures and the Mean Time

To Repair of the network devices, and the redundant
paths between the devices.

It is a highly theoretical tool. But it can help you to
understand the strengths and weaknesses of your
network topology, and the additional availability
you could gain by adding redundant devices or
connections.

Optimize the availability of any network path.

Availability

Availability

Using default values for:

Source Device:
Destination Device:
Availability:
Availability Class:

Downtime per Year (h:min:sec):

Paths
[BAT-F] [BAT-F-EAGLE30] [EAGLE30] [127.0.0. 1:9006/Port 5-127.0.0. 1:9007/Port 10] [EESX30] [127.0.0. 1:9007/Port 9-127.0.0

Availability calculation finished
1

Devices: 10

Connections: 13  (MTBF: 100000, MTTR: 24)

BAT-F

Robot

99.632784618525%

(AEC-0) Re

32:10:05

(MTEF: 30000, MTTR: 24)

silient

[BAT-F] [BAT-F-RSPE32] [RSPE32] [127.0.0.1:9004/Port 1.2-127.0.0.1:9005/Port 2.1] [MSP30] [127.0.0.1:9006/Port 3-127.0.0,

[BATF] [BATF-MAR 1030) [MAR 1030] [127.0.0.1:9003/Port 2-127.0.0. 1:3004/Port 1. 1) [MSP30] [127.0.0. 1:3006/Port 3-127.0.

[BAT-F] [127.0.0.1:9008 WLAN 1.9-127.0.0.1:9009/WLAN 1.9] [BAT-R] [127.0.0. 1:9008/Port 1-127.0.0.1:9005/Port 5] [RSPE3]

[BATF] [BATF-RSPE32] [RSPE32] [127.0.0. 1:9003/Port 6-127.0.0. 1:3005/Port 2.2] [MAR 1030] [127.0.0.1:9003/Port 2-127.0.0

[BATF] [BATF-MAR 1030] [MAR 1030] [127.0.0. 1:3003/Port 6-127.0.0. 1:3005/Port 2.2] [RSPE32] [127.0.0.1:0004/Port 1.2-127

[BAT-F] [127.0.0.1:9008/WLAN 1.9-127.0.0.1:9009/WLAN 1.9] [BAT-R] [127.0.0.1:9008/Port 1-127.0.0.1:9005/Port 5] [RSPE3]

<

x —X

l@ belden.com
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HiFusion

Industrial HiVision was developed to configure and
supervise Hirschmann network devices. But modern OT
networks increasingly support equipment from many
manufacturers.

This could include network infrastructure equipment
from other well known vendors. Or end devices which
do not have their own supervision software.

In any case, Industrial HiVision can meet the challenges
of a mixed environment.

HiFusion is a stand-alone application which can generate
the code required to configure and supervise a
third-party device.

If you have no SNMP knowledge, the HiFusion wizard will
generate basic supervision code.

If you are an SNMP expert, the sky is the limit for
supervision and configuration code. HiFusion includes a
test environment, so you do not need to touch your live
installation.

Configure and supervise any SNMP-capable devices.

HiFusion 4.0 = m] X
File PSM Language Tools Help
PSM  MIBs Device  properies Traps Translations  MultiConfig
Identification and Images
Sys OID Product Name Image Additional device identification Vendor Name Add
136141311 11311 {Wenglor OPC | @ |Cooksley | -
it
Delete
SNMP Access Params (Default Settings)
ion stores these: sin the d PSM. Enter only the default passwords of the device.
User Password Add
public
private Edit
user public
admin private Delete
Protocols
Management protocols:  [] Ping Supported protocols: [ Telnet
[ shmp v1 [ ssH
[ shmp v3 [ Web Interface
[ EtherNet/IP
] Modbus/TcP

A Product Specific Module is a file which allows
a product type to be identified, displayed and

supervised in Industrial HiVision. It includes the
device image, plus a list of parameters which
can be monitored.
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MIB Browser

The MIB Browser allows you to look directly at raw
MIB information, without going through a graphical
user interface.

There are several reasons you might want to do this.

Fault-finding the SNMP stack of an SNMP-enabled
device is a typical use.

Searching for manufacturer-specific information to
include in Industrial HiVision is another.

But for many of us, curiosity about how SNMP works
is the main driving force.

Some tools are best reserved for experts or potential
experts, and the MIB Browser is one of them.

SNMP MIB Walker for experts.

|£| ObjectType SNMPv2-MIB:sysDescr - O *
MName: SMMPy 2-MIB: :sysDescr

Reference:

Status current

Units

Augments

Access read only

Defvalue

Syntax DisplayString 0..255

Description

L textual description of the entity. This wvalue should ™
include the full name and version identification of
the system's hardware type, software operating-system,

and networking software.

[ stick

Close

essages:

SNIMP Browser - ] x
File Edit View
ol coitt |
|k iso
-t st
= org
- dod
=34 internet
e directory
- mgmt
| B mb2
ERY. - v
P Address or Hostname: 192.168.1.15 |
Phbject ID: 1.3.68.1211
List  Table
Object ID Display-value
sysDescr.0 Hirschmann GECKQ -~
sysObjectID.0 1.3.6.1.4.1.248.14.10.300
sysUpTime.0 239436
sysContact.0 Hirschmann Automation and Control GmbH
syshame.0 GECKO-ECT4BADEDEE0
'sysLocation.0 Marks Desk
lsysServices.0 2
lsysORTable.sysORENtry.sysORID, 1 1.3.6.1.2.1
lsysORTable.sysOREntry.sysORID. 2 1361631 v
< >
Instance: Set Set (Extended error handing)

Start Query (Get) Start Query (Walk) Stop Query

(&
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SCADA Integration

Engineers consider the network to be just a part of the
complete automation process. So they expect to see
information about the network status and performance
directly within their standard SCADA visualization
tools.

OPC Servers

Industrial HiVision offers OPC DA and OPC UA servers as
northbound interfaces to automation software. OPC is a
universally recognized protocol in industrial automation.

Any value which is visible in Industrial HiVision is also
available as an OPC tag. This includes standard SNMP
variables. It also includes information such as the status
of the complete network, or zones within a network. This
means that the SCADA application can be presented
with any level of detail about a network.

For convenience, the OPC tag structure is the same as
the Industrial HiVision hierarchy structure, so you can
easily locate the required tags.

View network status information directly in your
SCADA application.

' Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™ - a X
File View Server Document Settings Help
2 T 3 — . ~
DeBBER =0 XK8 0 KO
Project B X Data Access View © Attributes 8 x
v [ Project # Server Slvh © ()
va fg"e" R Attribute Value A
ISR v Nodeld ns=2:s=Industrial_HiVision.F_Project.F_New_Devices.D_127_0_0_1:9003.0
v [3 Documents N
amespacelndex 2
(3 Data Access View IdentifierType String
|dentifier Industrial_HiVision.F_Project.F_New_Devices.D_127_0_0_1:9003.Operatior
NodeClass Variable
BrowseName 2, "Operational”
DisplayName ", "Operational” v
< >
References 3
N Fory
Address Space & x 7 || al @ Forvard ~ ©
£ No Highlight Reference Target DisplayName
v (O F_New_Devices R HasTypeDefiniti... BaseDataVariableType
v 2 D_127_0_0_1:9003
@ Label
@ Operational
@ PoEStatus
@ SecurityStatus
@ Status
@ StatusChanged
@ StatusReason
@ StatusString oll< >
N 137 0. 10008
Log & X
80
Timestamp Source Server Message =
05.06.2019 18:14... Attribute Plugin  Industrial HiVisi... Read attributes of node ‘NS2|String|Industrial_HiVision.F_Project.F_New_Devices' succeeded |ret = Good|.
05.06.2019 18:14... Reference Plugin Industrial HiVisi... Browse succeeded.
05.06.2019 18:14... AddressSpaceM... Industrial HiVisi... Browse on node ‘ns=2;s=Industrial_HiVision.F_Project.F_New_Devices' succeeded.
05.06.2019 18:14... Attribute Plugin  Industrial HiVisi... Read b of node 'NS2|String|Industrial_HiVision.F_Project.F_New_Devices.D_127_0_0_1:9003' succeeded [ret = Good].
05.06.2019 18:14... Reference Plugin Industrial HiVisi... Browse succeeded.
05.06.2019 18:14... AddressSpaceM... Industrial HiVisi... Browse on node ‘ns=2;s=Industrial_HiVision.F_Project.F_New_Devices.D_127_0_0_1:9003' succeeded.
05.06.2019 18:14... Reference Plugin Industrial HiVisi... Browse succeeded.
05.06.2019 18:14... Attribute Plugin  Industrial HiVisi... Read attrib of node 'NS2|String|Industrial_HiVision.F_Project.F_New_Devices.D_127_0_0_1:9003.Operational' succeeded [ret = G...
05.06.2019 18:14... TypeCache Industrial HiVisi... Reading type info of Nodeld NSO|Numeric|1 succeeded
05.06.2019 18:14... A Industrial HiVisi... Browse on node 'ns=2;s=Industrial_HiVision.F_Project.F_New_Devices.D_127_0_0_1:9003.0p: I' succeeded. v
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Licensing

Industrial HiVision is a
commercial application. It
comes with all the benefits
of commercial software.
Maintenance releases are
provided free of charge when
required. These include bug
fixes and security patches.
Unlimited professional
technical support is also
available at no cost, without
a contract.

Flexible Licensing

Licensing in Industrial HiVision is based on a simple
concept. The price depends on the number of devices
you want to supervise. Licenses are available in ranges,
starting at 32 nodes and going up to 4,096 nodes.
Licenses are cumulative, so a license for 128 nodes and
a license for 256 nodes would allow you to supervise up
to 384 devices.

Licenses are perpetual. Each license you buy is valid
forever. A license enables all functionality offered by
Industrial HiVision. You do not pay extra for additional
functionality.

If you would like to try Industrial HiVision on a large
test network, a thirty day evaluation is available.

If your network consists of 16 devices or fewer, a fully
functional license is available free of charge with no
time limit.

Comprehensive network management at a fair
and transparent price.

Preferences X
1 =
Basics ~ -

X = License

o~ Discover Devices
s '3; User Management Licenses

, Event Forwarding | Key & I Version { Expires ] Tvpe_l Devicesl Hardware Key | Edit

. Event Actions |2Baz 88428020 ... 09.0.00 2019-1009 Ful 1000 47CE27000000 197D837ABE0FDOE5 18099, Delete

.

WP L Remaining Licenses: 390 / 1000

VR icense
.1‘| Display 7 Hardware Key: |47CE27000000197D837AD06513D99308C1

Export... Import... OK Apply Cancel Help

l@ belden.com
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Annual Maintenance
Plan (AMP)

The development of Industrial HiVision is driven by its
users. We receive many requests for new features. As a
result, we release at least one new version per year.

An Industrial HiVision Annual Maintenance Plan is
available. The AMP gives you access to all new versions
of Industrial HiVision for one year. The validity period
starts from when you first generate a license with the
AMP, not from when you buy it.

The cost of the AMP is 20% of the price of a full license.
The low annual price ensures a fixed total cost of
ownership for the lifetime of your network.

Always have access to the latest Industrial HiVision
functionality.

Industrial HiVision
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Training

If you need to get started quickly, training represents a
good return on investment. Training courses for Industrial
HiVision are available globally, either as stand-alone

Training Courses

Industrial HiVision has a shallow learning curve. You

will be amazed at how quickly you can start to get
meaningful information about your network. A tutorial is
included in the installation package.

Industrial HiVision has a loyal customer base, and many
users have published how-to videos on the Internet.
These are also a great source of knowledge.

Our sales partners offer hands-on training courses for
Industrial HiVision. In this case your instructor will be a
person with in-depth expertise, and many years of
real-world experience using Industrial HiVision for
managing and fault-finding networks.

courses, or as part of an Industrial Ethernet theory and
product training curriculum.

If you need to prove your expertise, Hirschmann offers
certification exams on network management theory and
Industrial HiVision software.

Whatever your time and budget constraints, there is a
training opportunity to meet your requirements.

The fastest way to in-depth expertise.

| - Deep Packet inspection (DP1)
+ Ethernet 4P and Loadablz Security Madule (LSM)

l@ belden.com
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Connect
to what’s
possible.

About Belden

Belden Inc. delivers complete connection solutions that unlock

untold possibilities for our customers, their customers and the

world. We advance ideas and technologies that enable a safer, For more information, visit us at:

smarter and more prosperous future. Throughout our 120+ year

history we have evolved as a company, but our purpose remains

- making connections. By connecting people, information and

ideas, we make it possible. We are headquartered in St. Louis f
. L : ollow us on

and have manufacturing capabilities in North America, Europe,

Asia and Africa.
inJoXx X f Yo
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